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EXSUM

2

	 Hello Yongsan!
	 The holiday season has arrived and the leaders and staff at USAG Yongsan wish each of you Merry Christmas 
and a very Happy New Year!  We encourage all of you to enjoy this festive season, but always take safety into 
consideration.
	 If you plan on attending holiday parties where alcohol will be served, have a plan to avoid drinking and 
driving, or getting into a vehicle with someone who has been drinking. This may include appointing a designated 
driver, handing your keys to the host, or abstaining from drinking when you know you will be driving. If you're 
hosting guests, be sure you offer non-alcoholic beverages as a choice and be mindful of your guests' safety. 
	 Please see the PACOM Holiday Safety – Protection Message from General Robert B. Brown (page 5) intended 
to help our military and civilians enjoy their final workdays of 2017 before the start of half days, winter break and 
federal holidays. 
	 The holidays are a celebratory time but don’t forget to watch out for each other - even in social settings – keep 
an eye on your battle buddy and help ensure a safe environment for everyone who lives and works in Area II.  Sexual 
assault and sexual harassment will not be tolerated at USAG Yongsan. Please see the updated SHARP Policy Letter 
(pages 6-14). 
	 Unfortunately during the holidays we still have a few “Grinches” out there intent on stealing your personal 
information.  Please review the Cyber Security Safety Notice (pages 15-16) and don’t let your online experiences 
become a holiday nightmare.  
	 With temperatures dropping, winter safety is of utmost importance; included is a Safety Gram focused on 
cold weather dress and protective measures to keep you and your family warm and safe (page 17) this holiday season.  
	 Just a couple of administrative items for you to make note of – the USAG Yongsan IG Office has moved (page 
18) and we’ve included a copy of the 2018 ROK/US Holiday Calendar for your reference (page 19). 
	 If you still have not sent your holiday packages, remember the deadline for most mail to arrive in the U.S. 
before Christmas is Dec. 11 (page 20). 
	 While you are out and about on and off post please note the following changes, Bowman Road on Camp 
Coiner is now a one-way street (page 21) and ESPG Gate 18 closes Dec. 1, (page 22).  Also on Dec. 31, at 1 a.m. Gate 
19 closes and Gate 20 opens at 5 a.m. (page 23) for vehicle and pedestrians only.  Visitor passes will not be issued at 
Gate 19 after 1 a.m. on Dec. 30. You will have to go to Gate 1 or Gate 13 for all Visitor Passes. Check your route, pay 
attention to posted information, follow the traffic signs and please plan your time and travels accordingly.  
	 We have lots of holiday events going on in our Area II Community, Dec 4 is the USAG Yongsan Holiday Tree 
Lighting Ceremony (page 24) and Dec. 8, we celebrate the K-16 Holiday Tree Lighting (page 25).  I’d also like to invite 
you to join my wife and me for Christmas Story Hour Dec. 5, at the Yongsan Library (page 26).  There is an Area II 
Chapel’s Combined Holiday Concert Dec, 10 at the South Post Chapel (page 27) along with various religious service 
and programs to fit your holiday schedule.  Service times may have changed Christmas weekend so please see the 
enclosure at (page 28), also enclosed you will find listings of holiday hours for DFMWR facilities, AAFES and the 
Commissary (pages 29-30).
	 Whether you are in Seoul unaccompanied or with your family, you are surrounded by a community that 
shares and cares for one another with numerous opportunities to enjoy events,  culture and travel, so get out and see 
Korea .  
	 On behalf of myself, my family, Command Sgt. Major James and the entire USAG Yongsan Staff, have a joyous 
holiday season!  
	 Yongsan Ready, Yongsan Strong.

							       J. SCOTT PETERSON
							       Colonel, U.S. Army 
							       Commanding
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CRD Hot Topics 

•	 30 Nov – Keep Calm & Color On, 1030-1130, Yongsan Library
•	 2 Dec – ARMY vs NAVY Flag Football Game, 1100-1300, SAHS SIM Field
•	 4 Dec – 1730 Fire Station Park- Holiday Tree Lighting Program followed by Santa Program, “AT 		
	 Commiskey’s CAC”  1740-2000, & Best-Worst Sweater Contest, Adult/Youth , Male-Female
•	 4 Dec through 3 Jan 18 – Holiday Light Display, 1800-2400
•	 6 Dec – USOC Meeting, Winterfest Program, 19 Feb 18, Time TBD, Williams Ave, Field #12, CCFC
•	 8 Dec – K16 Holiday Tree Lighting Program, 2000, K16
•	 Continuous Library Programming themes for Holiday’s ongoing

BOD Hot Topics	
•	 Main Post Club to make reservations:  usarmy.yongsan.imcom-pacific.list.main-post-club-		
	 reservations@mail.mil
•	 Bowl for $2.00 between 1100 to 1300 Wednesday, Thursday & Friday
•	 Bowl 2 games and get 50% off any Hamburger combo meal at lunch 1100 to 1300.
•	 Spin To Win: Bowl (3) three games and spin the wheel to win a prize, Sun., Mon., Tues., and Sat. 
•	 Wednesday & Friday Night Leagues runs to 30 Sep and new League starting 3rd Oct Yongsan Lanes 	
	 Bowling Center
•	 Every Wednesday – Gridiron Challenge III, 1700-1900, Main Post Club
•	 Continuous Holiday meals to-go ongoing
•	 Free Holiday meals drawing for Yongsan Bowling Center for Thanksgiving.  Same for December for 	
	 Christmas.  Two meals each month.

ACS Hot Topics 
•	 SHARP has moved to ASAP building now under DHR 
•	 New Class: Daddy Boot Camp offered monthly
•	 Yongsan Playgroup: Playgroup on Pause for Summer Break. Playgroups will resume again in September
•	 27 Nov – Daddy Boot Camp, 1000-1100, ACS
•	 29 Nov – Newcomer’s Orientation, 0900-1600, ACS
•	 29 Nov – Childbirth Class, 1000-1100, ACS

CYSS Hot Topics
•	 Volunteer coaches are ALWAYS needed. Upcoming Fall sports season is
	 looking for Soccer, Flag Football and Cheerleading coaches.  Any interested volunteers should contact 	
	 the YS office at DSN: 738-8117/5567 or COMM: 0503-338-8117/5567 or via email sean.g.keeney.naf@	
	 mail.mil or david.h.yim.naf@mail.mil
•	 Yongsan BOLTS Running Club meets on TUE & THU every week from 1500-1600 at the Outdoor 	
	 Track, located across the street from the Elementary School/Fire Station.  Free for CYS registered 		
	 youth ages 5-18.  Parental Supervision is required for youth ages 5-10.
•	 22 Dec – Holiday Play, 1600, SAC
•	 29 Dec – Winter Talent Showcase, 1600, SAC
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HOT TOPICS Vol. 24 Continued...

Platforms:
**All Android devices
**Apple IOS Devices (iPhone, iPad,)  Personal 		
phones only; cannot be downloaded to a govern	     
ment phone
**available now to download

Main Features:
Website/Social Media Links
Events (MWR, Seoul off post, Movie Schedule) Phone 
Numbers (Emergency, Hotlines,)
Links to USFK  pages (Road Conditions)
Blue Book
Off Limits Map through Google Maps
Emergency Alerts

Safety Message: 
Please see the latest annual report prepared by the 
WashPIRG Foundation
(http://www.washpirgfoundation.org/ ) which lists all 
toys that were recalled
by the Consumer Protection Safety Commission 
(https://www.cpsc.gov/) in 2015
and 2016.

 

Garrison Public Affairs Office

The Morning Calm Newspaper:
The Morning Calm is a bi-weekly newspaper, bringing you U.S. Army news, features and information 
from around the Peninsula. To submit a story or photograph for publication consideration, call the 
managing editor at DSN 738-7352.

Official Website:  
Visit and bookmark USAG-Yongsan’s official website at http://www.army.mil/yongsan where you’ll find 
the latest news, photos, and lots of other community information.  Also, visit and “LIKE” USAG Yong-
san’s official Facebook page at: https://www.facebook.com/usagyongsan. #YongsanStrong.

Mobile App
Check out the garrison's mobile app to get the latest garrison news, information and social media 
updates in a single, easy to use location.  The app is available for download to Android, IOS (Apple) 
and Amazon devices. It will be available for Blackberry devices soon. For all app stores, simply key in 
the keywords USAG-Yongsan. For more information, send an email to: usagyongsanapp@gmail.com
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Cyber Security Service Provider
Cyber Threat Awareness Message

CTAM 18-006
 

1 

(U) SUBJECT: Joint Service Provider (JSP) Cyber Threat Awareness Message

(U) PURPOSE: The intent of this warning is to provide situational awareness to JSP and its 
subscribers of malicious emails that could impact DoDIN users.

(U) SUMMARY: A phishing scam targeting millions of Netflix users is spreading across the 
internet this week.

(U) NETFLIX EMAIL SCAM TARGETING 110 MILLION IS SPREADING

(U) A phishing scam targeting millions of Netflix users is spreading across the internet this week 
directing customers to update the financial details of their accounts.  The subject line is "Your 
suspension notification," and the body of the email informs victims that their accounts have been 
suspended due to a billing issue. The email directs recipients to click a link that redirects to a 
fake Netflix landing page. The fake landing page directs victims to input their user information 
and billing details in an effort to harvest credentials.

(U) Figure 1:  Copy of Netflix Phishing Email.
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Cyber Security Service Provider
Cyber Threat Awareness Message

CTAM 18-006
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(U) Figure 2: Malicious Landing Page

(U) COUNTERMEASURES

• Do not use your work email to subscribe to commercial mailing lists.  
• Exercise caution when accessing personal web mail from your work environment.  
• Verify the sender’s email address from a trusted source
• Do not click on embedded hyperlinks in email messages

(U//FOUO) CONTACT:
For additional information and awareness products please visit the PENTCIRT Wiki: 
http://www.intelink.sgov.gov/wiki/PENTCIRT

PENTCIRT Hotline (24x7): (703) 695-CIRT (2478)
PENTCIRT DSN Hotline: 312-225-2478
NIPR: osd.pentagon.jsp.mbx.cyber-pentcirt-ihb@mail.mil
SIPR: osd.pentagon.jsp.mbx.cyber-pentcirt-ihb@mail.smil.mil

Report a PHISHING email: osd.pentagon.jsp.mbx.cyber-pentcirt-phishing@mail.mil
Report a data spill/UDCI: osd.pentagon.jsp.mbx.cyber-pentcirt-data-spills@mail.mil
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18-02 24 November 2017 
 

Snow Job 
For many people, working or playing in cold weather can be a positive experience.  You 
may feel invigorated by the bracing air and feel like doing your work with more physical 
energy than usual.  When it comes to leisure, cold weather offers many enjoyable 
activities whether it's skiing, skating, snowmobiling or ice fishing. 
Unfortunately, all the enjoyable aspects of working or playing out in cold weather can 
turn negative if you are not dressed warmly or dryly enough.  Never underestimate 
winter's blast.  They call winter an "old man" but he's far from frail.  In fact, he's apt to 
strike a deadly blow when you least expect it.   

Follow these tips to help you stay warm, alert and safe when 
winter weather comes your way: 
 Dress in layers so you can add or remove clothing as the temperature changes. 

Carry extra gloves and socks in case yours get wet.  
 Winter wear should fit properly, but gear shouldn’t be so tight that it restricts 

movement. This is particularly true for footwear.  Boots that are too tight constrict blood flow, causing feet to 
become even colder.  When sizing shoes for outdoor winter activities, allow room for an extra pair of socks. 

 Fight off the cold by eating high energy food and drinking warm liquids frequently. Avoid drinks containing caffeine 
or alcohol because they cause dehydration.  

 Avoid alcohol, contrary to the popular image of the St. Bernard dog delivering brandy to warm a frozen victim. 
 Although you may not be sweating as much as you do in warm-weather, you still need to keep hydrated.  In 

addition to water, consider low-sugar juices that are high in vitamin C, which studies show can lessen the severity 
and duration of winter colds.  Decaffeinated tea and hot cocoa are also wise picks.  Avoid caffeinated and alcoholic 
beverages.  They can dehydrate you more. 

 Try to keep moving while in the cold; don't be still.  This helps to keep your body temperature up and circulation 
moving.  If you think you are experiencing symptoms of hypothermia or frostbite, get to a shelter right away and 
seek medical help. 

 Rest frequently in a warm, dry place. Fatigue contributes to cold injuries.  
 Visibility is often limited for winter work because of poor light or exhaust from vehicles. Take extra care to watch 

for moving vehicles, pedestrians and obstacles.  
 Driving in winter can be dangerous, so you should make sure you’re ready for any situation.  Make sure your car is 

winterized with proper tires, antifreeze, and windshield washing fluid.  Prepare your car for emergencies by keeping 
a first-aid kit, blankets, shovel, rock salt, ice scraper, water, and nonperishable snacks in your trunk.  

 Do not remove safety glasses when they fog up because 
you are exposing your eyes to hazards. Instead, take a 

quick break until they clear, or use an approved anti-
fog product on the lenses.  

Remember: working or playing in 
cold weather can be a positive 

experience if you dress warmly and 
use common sense about protecting 

yourself.  
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SEASONS GREETINGS 
FROM YOUR MILITARY POSTAL STAFF

WE REMIND YOU TO…

(FROM MPOs IN KOREA)

USFK POSTER 65-5,  23 OCT 2017

DESTINATION EXPRESS
MAIL

1ST CLASS  
LETTERS/ 
CARDS

PRIORITY SAM / PAL

CONUS 16 DEC 11  DEC 11  DEC 4  DEC 

APO/FPO/DPO AP N/A 11  DEC 11  DEC 4  DEC 

APO/FPO/DPO AE 
(EXCEPT ZIPS 093)

N/A 11  DEC 11  DEC 4  DEC 

APO/FPO/DPO AE 
ZIPS 093

N/A 4  DEC 4  DEC 27 NOV 

APO/FPO/DPO AA 
ZIPS 340

N/A 11  DEC 11  DEC 4  DEC 

6  NOV 
(SAM parcels
over 15 lbs & 60”
combined
length & girth)

2017 DEADLINE MAILING DATES
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2017 K-16 AIR BASE

Holiday Tree Lighting
Ceremony

Photo with Santa
Free Hot Cocoa
Co�ee
Cake Cutting

Friday, 8 December
 2000

K-16 CAC Parking Lot

Santa Claus will be at K-16 CAC!

For more information, call 741-6030 

or go to the K-16 FMWR Facebook page.

Sponsored by:
Sponsors are not endorsed or have any affiliation 
with DOD or USAGY FAMILY and MWR.

Post 12147
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US Army Garrison Yongsan/Area II 

2017 Holiday Worship Services & Programs 

Catholic Date/Time Location 

Advent Wreath Workshop & Thanksgiving Luncheon 03 Dec 17 / 1230-1430 SAHS Cafeteria 
Solemnity of the Immaculate Conception Mass 08 Dec 17 / 1145&1730 Memorial Chapel 
Advent Penitential Service 18 Dec 17 / 1700 Memorial Chapel 
Christmas Eve Mass 24 Dec 17 / 1700 Memorial Chapel 
Christmas Day Mass 25 Dec 17 / 1000 Memorial Chapel 
Feast of the Holy Family Mass 31 Dec 17 / 0900 Memorial Chapel 
Solemnity of the Mother of God Day Mass 01 Jan 18 / 1000 Memorial Chapel 

Jewish 

Hanukkah Celebration 12 Dec 17 / 1800-2000 South Post Chapel 

Protestant 

 10 Dec 17 / 1800-1930  South Post 
Chapel 

Area II Chapels Combined Holiday 
Concert Christmas Services 

   ROCK Contemporary 24 Dec 17 / 0900-1000 South Post Chapel 
   Cornerstone   1100-1200 South Post Chapel 
   Gospel   1300-1430 South Post Chapel 
   Traditional   0930-1030 121st CSH Chapel 
   Contemporary   1045-1200 K-16 Chapel 
Community Christmas Eve Candlelight Service 24 Dec 17 / 1900-2000 South Post Chapel 
Watchnight Service (Gospel) 31 Dec 17 / 2000-2200 South Post Chapel 

Enjoy A Beautiful and  
Meaningful Holiday Season! 

FOR MORE INFORMATION, PLEASE CALL THE RELIGIOUS SUPPORT OFFICE  738-3011 

RSO 
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Sunday, 10 December 
6 p.m. to 7:30 p.m.
South Post Chapel

Childcare Provided!
Hot Chocolate and cookies 
after the Concert
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