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EXSUM
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	 USAG Yongsan completed a Full Scale Exercise this past week, successfully testing our garrison’s readiness in the 
event of an incident and mobilizing our community’s emergency services to support contingencies. The successful exercise 
validates our garrison’s ability to respond to and manage a crisis. 
	 The community watch desk in Bldg. 4305 will close as of June 1. Please ensure your unit is aware of this change and 
knows whom to contact for assistance.
	 The latest Garrison Enforcer highlights some of the issues we have encountered in the community (page 5). 
Cybersecurity is another important area where your cooperation is critical to protecting our information infrastructure. 
There have been a spate of ransomware attacks worldwide so please follow the enclosed guidance to ensure you do not 
become a victim (page 6). Cyber criminals are targeting military members in online scams and extorting money, especially 
through social networking activities (page 7). Learn the warning signs and avoid becoming a casualty of cyber fraud. 
	 There is an updated travel advisory for certain areas of the Philippines (pages 8-10). It is always a good idea to check 
for any travel restrictions before planning your next trip.
	 Yellow dust is common this time of the year. The levels over the last few weeks have been particularly high. Enclosed 
is a chart defining the various levels of air pollution in Korea (page 11). It is highly recommended that you stay indoors or 
wear a mask on those days with high concentration of dust particles. 
	 Soon we will head into monsoon season, or jangma, and there are several areas in USAG Yongsan particularly 
prone to flooding. Please see the enclosed flood conditions glossary and be aware of the different warning levels, as well as 
what actions to take in the event of a flood (page 12).
	 The upcoming noncombatants evacuation operation (NEO) exercise is critical to our readiness and is a high priority 
for the command. Please have your NEO packets and evacuation kits ready for inspection during Focus Passage June 5-9 at 
the Seoul American High School (Falcon) gym (page 13), NOT Collier Community Fitness Center. 
	 In May we celebrate Memorial Day. Join us in remembering those who sacrificed so much for this country by 
participating in any of the events taking place over the long weekend. The 27th Annual Pacwide Men’s and Women’s Softball 
Tournament kicks off May 25-29 at Lombardo Field (page 14). The Memorial Day 5K Run will take place Saturday, May 26, 
starting at 9 a.m. at Collier community Fitness Center (page 16). With all of the festivities, Williams Ave. and the parking 
area near the White House will be closed intermittently between May 19 and May 25 (page 15). Please make sure you do not 
leave your vehicle in the lot when it is blocked off as you will not be able to drive it out until the area is reopened. 
	 Army Special Operations Forces is looking for a few good Soldiers to join their team. Recruiters will visit the 
garrison in June to answer questions. In the meantime, please see the enclosed flyer for more information (page 17).
	 June 14, 2017, marks the Army’s 242nd birthday. Come out and celebrate with members of the Area II community 
at the Army Birthday Ball (page 18). 
	 The summer is a great time for children at USAG Yongsan, and there are several activities coming up that you will 
not want to miss. Seoul American Elementary School Field Day is June 1-2 (page 19), and Vacation Bible School 2017 kicks 
off June 19-23 (page 20). 
	 The Yongsan Library kicks off the Summer Reading Program June 3 with Special Guest Speaker Gen. Vincent K. 
Brooks (page 21). School ends soon, so what better way to encourage our young ones to develop and nurture a love for books 
and reading? FMWR has many activities for the entire family, so don’t forget to visit the USAG Yongsan FMWR Facebook 
Page for the latest information. Let’s take advantage of the good weather, great community and team spirit that defines and 
makes Area II such a wonderful place to serve and work.
	 Yongsan Ready! Yongsan Strong! 

							            J. SCOTT PETERSON
							            Colonel, Civil Affairs 
							            Garrison Commander
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CRD Hot Topics 
•	 20 May – TKD Exhibition, 0800-1700, CCFC
•	 25-29 May – HOMERUN Derby & PACWIDE Tournament, 24/7, CCFC
•	 27 May – Open Pool #2, Outdoor Pool Recreation Swim Program, Charge Fees Implemented
•	 3 Jun – Pet EXPO, 1200-1700, Yongsan Pet Center
•	 3 Jun – Kick off, Summer Reading Program w/Sr CDR, GEN Brooks, Yongsan Library
•	 4-7 Jun – 8A Direct Support-NEO, CCFC
•	 10 Jun – 5K Army B-day Run/Walk, 0700 Reg., 0800 Start, CCFC
•	 4 Jul – Closed Post Community Festival, Field #7, #5 & Field #12 w/Fireworks, 1500-2100 (Field #12 	
	 Observation Deck)

BOD Hot Topics	
•	 Main Post Club to make reservations:  usarmy.yongsan.imcom-pacific.list.main-post-club-		
	 reservations@mail.mil
•	 MPC Salsa Every Saturday from 2000 – 0100
•	 Bowl for $2.00 between 1100 to 1300 Wednesday, Thursday & Friday
•	 Bowl 2 games and get 50% off any Hamburger combo meal at lunch 1100 to 1300.
•	 Bowl (3) three games to get entered into a drawing for win a free trip to the Philippines that includes 	
	 (2) two Airfare, Hotel accommodations and buffet breakfast 4 days 3 nights.
•	 Spin To Win: Bowl (3) three games and spin the wheel to win a prize, Sun., Mon., Tues., and Sat. 
•	 May – “Military Spouse Appreciation” every Thurs, $1.00 Bowling, All day, Yongsan Lanes

ACS Hot Topics 
•	 SHARP has moved to ASAP building now under DHR 
•	 Identifying potential collaboration opportunities – i.e. partnership with CYSS and others 
•	 AER Campaign 1 March – 15 May (LTG Ret Mason)
•	 Area I FAPM pending
•	 23 May – 2017 ACS Job Fair, Commiskey’s CAC
•	 25 May – LTG Mason visit (Director of AER)

CYSS Hot Topics
•	 Volunteer Coaches are ALWAYS needed. Upcoming Winter sports season is looking for Basketball, 	
	 Cheer and Swim coaches. Any interested volunteers should contact the YS office at DSN: 738-8117/5567 
	 or COMM: 0503-338-5567/8117 or via email shaun.m.juan.naf@mail.mil or ernest.r.brown32.naf@	
	 mail.mil
•	 Yongsan BOLTS Running Club meets on TUE & THU every week from 1500-1600 at the Outdoor 	
	 Track (Between the Golf Driving Range and Softball Field #5). Free for CYS registered youth ages 4-18. 
	 Parental Supervision is required for youth ages 4-10.  
•	 Replacing furniture and equipment at MST and SAC
•	 27 May – CYS Babysitter CPR/FA Training, 0900-1600, American Red Cross
•	 9 Jun – Strong Beginnings Graduation, 1300-1400, Main Post Club
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HOT TOPICS Vol. 10 Continued...

Platforms:
**All Android devices
**Apple IOS Devices (iPhone, iPad,)  Personal 		
phones only; cannot be downloaded to a govern	     
ment phone
**available now to download

Main Features:
Website/Social Media Links
Events (MWR, Seoul off post, Movie Schedule) Phone 
Numbers (Emergency, Hotlines,)
Links to USFK  pages (Road Conditions)
Blue Book
Off Limits Map through Google Maps
Emergency Alerts

Safety Message: 
Please see the latest annual report prepared by the 
WashPIRG Foundation
(http://www.washpirgfoundation.org/ ) which lists all 
toys that were recalled
by the Consumer Protection Safety Commission 
(https://www.cpsc.gov/) in 2015
and 2016.

 

Garrison Public Affairs Office

The Morning Calm Newspaper:
The Morning Calm is a bi-weekly newspaper, bringing you U.S. Army news, features and information 
from around the Peninsula. To submit a story or photograph for publication consideration, call the 
managing editor at DSN 738-7352.

Official Website:  
Visit and bookmark USAG-Yongsan’s official website at http://www.army.mil/yongsan where you’ll find 
the latest news, photos, and lots of other community information.  Also, visit and “LIKE” USAG Yong-
san’s official Facebook page at: https://www.facebook.com/usagyongsan. #YongsanStrong.

Mobile App
Check out the garrison's mobile app to get the latest garrison news, information and social media 
updates in a single, easy to use location.  The app is available for download to Android, IOS (Apple) 
and Amazon devices. It will be available for Blackberry devices soon. For all app stores, simply key in 
the keywords USAG-Yongsan. For more information, send an email to: usagyongsanapp@gmail.com
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USAG Yongsan 
Crimes & ConsequenCes “Don’t let this be you!” 

misConDuCt 
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trAFFiC ViolAtions 

yonGsAn Do the riGht thinG!  

#yongsandtrt 
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Beware of 'WannaCry' Ransomware

This ransomware is affecting multiple global entities. To increase 
our collective defenses across the Department and Federal networks, 
we urge all employees to take three actions:

(1) Do not click on links or download files in emails unless you know 
for sure they are intended for you;

(2) Ensure your personal devices are updated and patched; and,

(3) Backup your data so you can recover your systems if they 
become infected. Microsoft released a patch in March that addresses 
this issue.

Ransomware is a type of malicious software that infects a computer 
and restricts users' access until a ransom is paid to unlock it. The 
malware spreads by "phishing," luring unsuspecting users to click 
on infected email attachments and links in emails to launch the 
attack.  Unpatched or out-of-date systems are particularly 
vulnerable to ransomware.

DHS has previously released information on best practices to 
address ransomware. That information is available on our website 
at <https://www.us-cert.gov/security-
publications/Ransomware/t_blank> https://www.us-
cert.gov/security-publications/Ransomware

The workforce should be aware that this malware could morph - do 
not let down your guard.
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“DO WHAT HAS TO BE DONE” 

Contact Information: 
Cyber Criminal Intelligence Program 

27130 Telegraph Road 
Quantico, Virginia 22134 

DISTRIBUTION: 
 This document is authorized for the 
widest release without restriction. 

“DO WHAT HAS TO BE DONE” 

Phone: 571.305.4482 [DSN 240] 
Fax: 571.305.4189  [DSN 240] 

 
Email 

usarmy.cciuintel@mail.mil 
 

CCIU Web Page 
http://www.cid.army.mil/701st.html#sec6 

CPF 0006-17-CID361-9H 15 May 2017 

Cyber Criminals Target Soldiers 
 
Soldiers are being targeted by organized rings of 
criminals intent on extorting money from them. 
 
U.S. Army Criminal Investigation Command (CID) 
receives reports each month from Soldiers who 
have fallen victim to online scams. Most often 
through social networking activities.  
 
Social media plays a very important role in our 
modern lives. It helps us learn, share experiences 
with others and stay connected to people we care about. But social 
media has a dark side. A dark side where criminals operate – criminals 
that target Soldiers! 
 
Soldiers, wherever they are, must protect themselves, and their good 
names and reputations. That includes when they are online. Soldiers 
who engage in dangerous online behavior place themselves at higher 
risk of online extortion. 
 
Sextortion, a common online extortion scam where criminals lure 
Service members into engaging in online sexual activity and then 
demand money or favors in exchange for not publicizing embarrassing 
images, videos or information.  
 
Victims of romance and sextortion scams report becoming involved in 
online relationships that lead to the exchange of personal, sometimes 
intimate, information and then receiving threats and demands. 
 
The threat is that the Soldier’s online relationship will be exposed to 
their chain of command or to law enforcement authorities. The demand 
is for money. 
 
Even after meeting the criminal’s demands, some Soldiers find 
themselves in a vicious, never-ending cycle of increasing demands. 
Some Soldiers have lost thousands of dollars to these scams. Some 
victims have committed suicide. 
 
To fight against these scams, Soldiers should arm themselves with 
information. Learn the warning signs of fraudulent relationships and 
the steps to reporting a crime. 
 
The Army has some excellent online resources that are available to 
everyone. 
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To personally monitor Pollution / Yellow sand levels go to: 
http://aqicn.org/map/southkorea/#@g/36.5465/131.3196/6z
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8A TASKORD 16-01-DD-XX (USAG-Yongsan 2016 Monsoon / Typhoon Season Destructive Weather (DW) 
Mitigation) 

Appendix 1 – FLOOD CONDITIONS (FLOODCON) Alert Status  
 
FLOODCON I: An initial readiness condition declared at the beginning of the summer season.  
 
FLOODCON I Measures:  
- Identify and preposition resources, plan recovery efforts and integrate into response plans  
- Conduct risk assessments of training areas and installation areas to identify hazards  
- Update and validate alert rosters  
- Identify and order high use items supplies for the summer season  
 
FLOODCON II: A warning and alert condition declared by mutual decision between the SRO and the 
USAG-Yongsan Commander when heavy rain is probable. The weather conditions must meet one or 
more of the following conditions:  
- Weather forecasts indicate the potential for intense and/or prolonged rainfall  
- Actual rainfall of 3 inches or more within a 12-hour  
- Water level on the Han River gauge rises 2 meters (6 feet) or more within a 6-hour period  
 
FLOODCON II Measures:  
- Initiate response to protect life, equipment, and property  
- Units account for personnel and equipment  
- USAG-Yongsan alerts Tenant Units to activate Quick Response Teams  
- Conduct risk assessment to determine control measures for off-post movement of personnel  
- Notify USAG-Yongsan community members of FLOODCON alert status on all available media outlets  
 
FLOODCON III: An alert condition declared by a mutual decision between the SRO and the USAG-
Yongsan Commander when a summer storm is imminent. It is declared if any of the following occur:  
- Rainfall exceeds 2 inches or more in a 1-hour period  
- Rainfall exceeds 4 inches in a 6-hour period  
- Rainfall exceeds 6 inches or more in a 12-hour period  
- Flooding from a previous rainfall has backed up drainage systems resulting in actual or potential 
massive flooding  
- Water level on the Han River gauge rises 2 feet or more within a 1-hour period  
 
FLOODCON III Measures:  
- USAG-Yongsan assumes 24/7 IOC operations on order from Garrison Commander  
- USAG-Yongsan alerts Tenant Units to activate Quick Response Teams  
- Tenant units restrict movement of non-essential travel and gain accountability of all personnel  
- USAG-Yongsan continues to notify community personnel of weather status by use of all media outlets  
- Ensure tenant units clear their areas of responsibilities of hazards  
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AREA II EVACUATION OPERATIONS 

 Be prepared!
 Understand the Process
 NEO Book Complete
 Evacuation Kits Packed
 Pets registered with Vet
 Trained on using protective masks
 Participate in Focus Passage!!!

05 June– 9 June 2017
Falcon Gym

BRING THE WHOLE FAMILY!
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goarmysof.com 

ARSOF Korea Contacts 

usarmy.knox.usarec.list.9sbn-sf-hawaii 
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242nd Army Birthday Ball
Who: Service Members, Family Members, and DA Civilians

What: 8A Army Birthday Ball and Best Warrior Recognition

When: 2 June 2017, Social Hour 1730, Mess Call at 1830, Dancing 2100 - 2400

Where: Grand Hyatt Hotel, Seoul

Uniform: Civilian Formal/Military Formal ASU or Blue/White Mess Uniform

Cost: E1-E5 $50, SSG/WO1/LTs $60, SFC-CSM/CW2-CW5/CPT-GEN/DAC $85

Free Bus from DHL and Commissary to Seoul Grand Hyatt

Free Buses from Camp Humphreys-Grand Hyatt- Camp Humphreys

For more information please visit our FaceBook page: ArmyBirthdayBallKorea

-Tickets are available on a first come, first served basis and will be available between 15 April - 26 May 2017. To purchase a
ticket please contact your unit POC.

1
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Dolphin
Volunteers Needed!

Please join us to help give our SAES 
Dolphins the best day yet!

June 1, 2017 7:30-2:30 (Grades 3-5)
June 2, 2017 7:30-2:30 (Grades K-2)

Please contact Coach “K” or Coach Furner 
DSN 736-1000 ext 5109 or 010-4067-5232

Allison.kickhofel@pac.dodea.edu or jeff.furner@pac.dodea.edu
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WHO : Risin g  Kin d erga r tener s  to  r isin g  6 t h gra d er s;  
Prescho o l  a n d  n u r ser y ava i la ble  fo r  
vo lu n teer s  o n ly;  teen vo lu n teer  p o sit io ns  

ava i la ble.

When:  J u n e 1 9 -2 3 ,  2 0 1 7 ,  (0 9 0 0 -1 2 0 0 )

Lo ca tio n :  S eo u l  Amer ica n  High S cho o l
(Next  to  the  S o u th Po st  Cha p el)

**MANY  a d u lt  vo lu n teer s  n eeded.   
Re g i s t ra t i o n :  https://vbspro.events/p/cdb8e1
P l e a s e  c o n t a c t :  Yo n g s a n V B S 2 0 1 7 @ g m a i l . c o m  Fo r  m o r e  d e t a i l s

CALL FOR MORE INFORMATION
DSN738-9051
05033-38-9051

2017 VBS
Jun 19-23 (0900-1200)

Register
@

https://vbspro.events/p/cdb8e1
Location

Seoul  American High School
(Next to the South Post Chapel)
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