(u.5.ARMY)

Malicious Cyber Activity

USAA Themed Phishing Campaign Targeting USFK Personnel

(U) Between 11-24 August 2016, multiple Department of Defense
members associated with United States Forces Korea were targeted
by an unknown Cyber actor using a USAA themed phishing email:
“Payment USAA,” “ACCOUNT RECOVERY,” and “USAA.” The
email contained an attachment titted “ACCOUNT RECOVERY

® MESSAGE.pdf,” which instructed the victim to follow a link to login
to their account, but would direct them to the phishing site.
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What can you do?

Always be aware! Remember, Banks will never send you an email directing you to open an
attachment. Always login in to your Bank via the appropriate Bank webpage! Never open a link
or email attachment from your bank or any other Bank!

If you believe you are the target of a Phishing incident, contact your Bank,
or your local Security Office.
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