FOR WIDEST DISSEMINATION

(u.5.800Y)
Anti-U.S. / Anti-Park Information Operations

An extensive quantity of anti-U.S., anti-President Park, and anti-South
Korea leaflets were scattered across USAG-Yongsan in an apparent
attempt by North Korea to influence and potentially subvert U.S. -~
operations and activities through a printed media Information Operations HOtllneS
campaign. These leaflets are seemingly aimed at supporting the anti- P 050_3323-3299&
President Park movement. The leaflets do, however, identify and decry
critical U.S. and ROK policy initiatives that are essential to strengthening

the U.S.-ROK Alliance. Specifically, these leaflets demand an end to the 24 hr -TARP

deployment of THAAD, Counter-WMD technologies, which it names as
JUPITER, the abolishment of the U.S.-ROK Operations Plan, and a halt
to U.S.-ROK combined exercises.
Maintain Vigilance!

The amassed presence of these leaflets on the U.S. Installation in Seoul

is purely coincidence, resulting from numerous North Korean balloons Tips for Protecting Yourself from Foreign Intelligence Threats and
that launched in the early hours of 11 January 2017, and floated into Terrorism
South Korea due to favorable wind conditions. The propaganda aims to -
motivate fturtr_:_(:]r_ U.5.-ROK gls_suj_egf:e ?nd pfr(l)\lvorlt(r? }e<1nt|-U,.S.-R(I):< + Maintain situational awareness of your surroundings at all times
movements. 1iS propaganda IS indicative of No orea’s goal to + Identify items that seem out of place (unattended bags, luggage, pressure
encourage anti-ROK-U.S. affiliates in South Korea to take shape against cookers)
the U.S.-ROK Alliance. It remains imperative that U.S. Service Members, | oo omber descriptive details that may be useful to authorities
Families, and Civilians remain vigilant, and continuously monitor and - Obey the orders of police/security personnel
report real world threats to their safety. Understand key indicators of a « Take extra precaution with social media (i.e. avoid posting personal
threat, and ALWAYS REPORT SUSPICIOUS ACTIVITY. Remember, if information)
I . .
you SEE SOMETHING, SAY SOMETHING! To report threats to your local Counterintelligence Agent, use the 24/7
If you notice any suspicious persons or activity please report it to the Threat Awareness and Reporting Program Hotline;
0503-323-3299

nearest military authority, gate guard, or police by
@ 911 (DSN on-post) or 119 (off-post)
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