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Introduction

Communications support is the single most critical asset for a commander’s command and
control (C2) of their forces. Commanders make decisions during large-scale combat operations
(LSCO) based on battle damage assessments and available intelligence. Communications support
is ever-changing in the U.S. Army with new systems and applications to assist commanders in
the decision-making process. Because of these advances, radio communications proficiency has
waned. Commanders must emphasize high frequency (HF) radio proficiency and include it in
their unit’s primary, alternate, contingency, and emergency (PACE) communication plan. To
achieve decision dominance in LSCO, commanders must understand the operational
environment (OE) and the need for beyond line-of-sight (BLOS) in satellite-denied
environments; adopting HF radios as a tactical solution ensures reliable, long-range
communication to maintain C2 in these environments.

Understanding the LSCO OE

The Strategic Shift to LSCO. The U.S. Army shifted its focus from counterinsurgency (COIN)
operations to LSCO in 2017. LSCO is defined as “extensive joint combat operations in terms of
scope and size of forces committed, conducted as a campaign aimed at achieving operational and
strategic objectives.”! This doctrinal shift came about because of a change in the OE. Although
the United States focused on COIN, its peer adversaries advanced their capabilities, making a
LSCO defeat an existential threat to the nation. Understanding the conditions, Russia and
China’s capabilities, and satellite communications (SATCOM) jamming during LSCO is
essential for the Army to counter its adversary’s attacks effectively.

Operational Conditions. This article focuses on 3 of 12 LSCO conditions—all-domain
competition and warfare, transparent battlefield, and antiaccess (A2)/area denial (AD).
Expanding adversary capabilities now challenges long-held U.S. domain. A force’s success in
one domain depends on its success in the others; the space and cyberspace domains will be the
deciding factors in the next conflict with a peer adversary. U.S. forces’ ability to operate across
all domains despite intense opposition is key to mission success during LSCO.

Signals from smart devices, sensors, emitters, and social media activity cause a high proliferation
of signals in each area. This creates a transparent battlefield, allowing adversary electronic
warfare (EW) assets and forces to locate and attack strategic targets that would otherwise remain
hidden. Operating below the noise floor is essential for forces to remain undetected by enemy
frequency scans. Ukraine used the transparent battlefield created by cell phone usage to
successfully attack Russian forces on numerous occasions, including one that killed 63 soldiers.

A2/AD is the most significant hurdle U.S. forces face on a transparent battlefield during LSCO.
The ability of U.S. adversaries to jam communications and locate targets across the battlefield
and strike them requires moving command posts farther from the battlefield. Relying on line-of-
sight (LOS) radio communications impedes communication capability. Understanding the
conditions of LSCO in conjunction with adversary capabilities is key to enabling commanders to
exercise C2 while operating in a challenging OE. Although large-scale combat operations with
China and Russian forces are unlikely, they will demand the most from U.S. and joint forces. To

! Army Doctrine Publication (ADP) 3-0. Operations. 21 March 2025. Page 47.
https://armypubs.army.mil/epubs/DR_pubs/DR_a/ARN43323-ADP_3-0-000-WEB-1.pdf.
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fully understand LSCO implications, it is essential to examine how peer adversaries like Russia
and China plan to exploit these conditions.

Russia and China’s EW Capabilities. Commanders’ knowledge and understanding of their
capabilities during LSCO are essential to the joint forces’ ability to operate freely across all
domains and achieve freedom of action in those conflicts. Within operational variables, China
and Russia will employ numerous strategies to achieve dominance throughout all domains of
operation. Their ability to operate in space and cyberspace domains is central to conducting
intelligence, surveillance, and reconnaissance (ISR).

Russia integrates all its combat power elements across all domains during any operation. Russia
uses the term “strike” to describe multidomain operations and LSCO. Strike is reliant on direct
and indirect fire capabilities to shape the OE in its favor and win battles. Russia is willing to use
threats of nuclear attack to deter and discourage other countries from military action but is
unlikely to use precision atomic strikes. Russia continues to cultivate its political relationship
with China because of similar political views and military focus.?

Russia is modernizing its military to enhance its dominance in all operational domains,
particularly its EW capabilities. Russia has an extensive EW program and uses a four-pronged
approach. In many ways, Russia approaches EW the same way it does regular warfare—attack,
protect, control, and provide informational support. Within the EW attack realm, Russia’s
capabilities include providing signals intelligence to its forces while jamming its adversaries’
SATCOM. The Chinese People’s Liberation Army’s (PLA’s) structure and approach to EW are
like Russia’s.

China has shifted its focus from a superior ground force to defend its homeland and defeat its
opposition by sheer numbers to a more multidomain approach using long-range weapons,
expeditionary forces, and EW to shape the battlefield to its advantage. The recent PLA
reorganization shifted it from a division-centric to a brigade-centric fighting force, enabling it to
be more flexible during operations. This change, driven by technology and the shift from a
centralized to a more decentralized campaign-planning approach, means Chinese forces operate
similarly to Russian and American units. This shift enabled the Chinese military to focus on EW,
including jamming enemy communications and providing ISR to friendly ground forces by
empowering subordinate commanders to make decisions at their level.’

Like Russia, the Chinese service support brigade oversees its EW capabilities, employing a four-
pronged approach. They approach EW by jamming and attacking enemy signals, protecting PLA
communications, providing intelligence to PLA forces, and providing network and
communications support. The PLA employs system warfare, including communications
jamming, as a key military strategy to isolate enemy forces. Given the rapid advancement of
Russian and Chinese EW capabilities, there is a strong possibility American and joint forces will
operate in satellite-contested environments. Consequently, commanders must implement resilient

2 Army Techniques Publication (ATP) 7-100.1. Russian Tactics. 23 April 2024.
https://armypubs.army.mil/epubs/DR_pubs/DR_a/ARN40737-ATP_7-100.1-001-WEB-4.pdf.

3 ATP 7-100.3 Chinese Tactics. 9 August 2021. https://armypubs.army.mil/epubs/DR_pubs/DR_a/ARN34236-
ATP_7-100.3-001-WEB-3.pdf.
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communications systems that can operate in satellite-contested environments. Adding HF radios
to a unit’s PACE communication plan is one solution. Table 1 depicts key lessons learned.

Table 1. Key lessons earned*

Observation Implication

SATCOM is vulnerable. Peer adversaries like Russia and China have
advanced EW capabilities specifically designed
to jam or deny SATCOM, making SATCOM
unreliable in a large-scale conflict.

The battlefield is transparent. The proliferation of signals from devices,
sensors, and emitters allows adversaries to locate
and target forces. Any communications system
that is not low signature is a liability.

Distance degrades C2. In response to threats, command posts are
moving farther from the front lines, making
traditional LOS radios ineffective and increasing
the need for BLOS solutions like HF.

Leveraging HF Radios to Counter SATCOM Denial

HF Radio Fundamentals. Tactical radios, including HF radios, are the Army’s primary means
of communication throughout every phase of any operation. HF radios enable American and joint
forces to overcome SATCOM denial on the battlefield and maintain the commander’s C2 of the
OE because it occupies a different section of the spectrum and provides BLOS capability. HF
radios are versatile pieces of equipment that a small team can use during ISR operations, which
provide voice and data communications.

HF radios can operate at different power levels, use different waveforms, and provide LOS and
BLOS connections. HF radios can do all this while remaining below the noise power density,
making them harder for enemies to detect. HF radios operate in the radio frequency range of 3—
30 megahertz. HF radios provide BLOS for secure data and voice communications through two
transmission modes—groundwave and skywave.

HF radios use a variety of antennas to transmit signals, which include omnidirectional,
bidirectional, and directional antennas. During network radio planning, mission requirements and
mission variables determine which antenna type to use. Organizations can use HF radios in
diverse ways because they are scalable based on mission requirements. There are 11 types of HF
radios. The following focuses on the AN/PRC-160(V):

AN/PRC-160(V) Capabilities and Radio over Internet Protocol (ROIP) Integration. The
AN/PRC-160(V) provides encrypted data and voice communications while operating on a single
battery. Using one battery produces 10-20 watts of transmission. It is interoperable with
AN/PRC-104, AN/PRC-150, and AN/PRC-160, enabling communication with legacy systems.
Data rates for the AN/PRC-160 reach up to 120 kilobits per second. That data transmission rate

4 Heck, Willis D. III. Center for Army Lessons Learned.



is not fast, but the ability to send information BLOS about mission variables significantly
impacts mission success.

The AN/PRC-160(V) can send LOS and BLOS communications. HF uses skywave propagation
to overcome any terrain restraints by bouncing the waveform off the ionosphere and back to the
ground. When traditional satellite communications are unfeasible or denied by adversaries using
skywave, propagation will provide the necessary BLOS communications a C2 node needs. With
the use of external upper tactical internet (TI) equipment, the AN/PRC-160(V) can use ROIP,
enabling radio transmissions over the internet. If correctly configured, ROIP allows a forward-
deployed team to communicate back to the home station without LOS or BLOS by using the
network to relay the transmission. These capabilities enhance HF radio communications
reliability.

The AN/PRC-160(V) can provide reliable radio communication over a long distance. Its ability
to integrate with network systems provides a more robust network of radio communications,
enabling battlefield C2 for commanders through actionable reports and intelligence. The 160(V)
is a single-band radio, ideal for implementation as an alternative means of communications to
counter enemy jamming and SATCOM degradation. HF radios’ ability to provide reliable
communication in SATCOM-degraded environments is key to obtaining accurate, actionable
battlefield intelligence.

HF-STORM and Battlefield Intelligence. High Frequency (HF)-Silent Transmission Over
Resilient Medium (STORM) is a recent technology that enhances the capabilities of HF radio,
which the Army has fielded in the Pacific region. It uses stationary antennas to broadcast and
receive signals at low power and acts as a relay for forward-deployed radios and tactical
operations centers (TOCs). The hub enables frontline operators and TOCs to send radio
transmissions below the radio frequency noise floor, making them undetectable by enemy forces.
The system is currently in its early stages of fielding; there may be future fielding opportunities
in other theater-level commands.

The implications are that small teams deployed to the frontline can send and receive radio
transmissions to the hub node, which then relays them to the TOC or their intended destination.
The hub increases the safety of all personnel during an operation. HF-STORM will enhance
warfighting capability by enabling long-distance transmission with low wattage.’ This
intelligence information will help commanders improve the common operational picture (COP)
and enhance a unit’s shared understanding of the OE during LSCO. The HF-STORM capability
ensures that even dispersed units can contribute to the COP, reinforcing commanders’ decision-
making ability. Table 2 depicts tactics, techniques, and procedures (TTPs) and application.

5 McCree, Lance Cpl. Daysia. 2D Marine Division Tests Capabilities During HF-STORM. 2 November 2023.
DVIDS. https://www.dvidshub.net/news/457078/2d-marine-division-tests-capabilities-during-hf-
storm.
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Table 2. HF-STORM TTPs and application®

TTPs Application

Tactic: using the AN/PRC-160(V) Employ the AN/PRC-160(V) as a versatile
single-band radio for encrypted voice and
data. Its interoperability with legacy systems
makes it a flexible alternative to counter
enemy jamming.

Technique: skywave propagation For BLOS communication, use HF radios’
ability to bounce signals off the ionosphere.
This overcomes terrain obstacles and enables
extremely long-range transmissions.

Technique: mitigating interference Plan for HF radios’ susceptibility to
atmospheric interference by scheduling
critical communications during times of day
with optimal transmission quality and using
available methods to boost signals.

Procedure: employing HF-STORM Use the HF-STORM system, where available,
to enhance warfighting capability. It acts as a
stationary hub, relaying low-power
transmissions from frontline units to a TOC,
making them undetectable.

Procedure: ROIP Integrate HF radios like the AN/PRC-160(V)
as a versatile single-band radio for encrypted
voice and data. Its interoperability with legacy
systems makes it a flexible alternative to
counter enemy jamming.

Strategic Advantages of HF Communications in LSCO

Long-Distance Communications. Creating a shared understanding throughout chains of
command during an operation is a key factor in mission success, and a clear COP is an essential
tool for fostering that understanding.” HF waveforms bend around the Earth’s curvature, and
skywave transmissions are exceptionally effective over long distances because they bounce
between the Earth’s ionosphere and natural conductors, such as saltwater oceans, to travel.
During the Noble Skywave 2024, the HF team in the 30th Signal Battalion made an HF radio call
from Scholfield Barracks, HI, to Iraq more than 8,000 miles away. Although the connection was
challenging and the audio quality was poor, it demonstrates HF radios’ potential for long-range
transmissions.

Operators must actively manage three significant shortfalls in HF communications to maintain
reliable long-distance connections. Because atmospheric interference easily disrupts fragile HF
waveforms, operators boost signal strength and schedule operations during optimal transmission

& Heck, Willis D. III. Center for Army Lessons Learned.

7 Field Manual (FM) 6-02. Signal Support to Operations.13 September 2019.
https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN19185 FM%206-02_FINAL WEB.pdf.
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windows. To overcome inherently low bandwidth that prevents high-capacity data transfers, units
restrict HF usage to essential voice and short tactical data bursts while employing data
compression and automatic link establishment. Finally, because the large antennas required for
HF hinder mobility and increase visible signatures, operators deploy advanced, quickly
deployable wire antennas or field-expedient setups to balance signal strength with a reduced
operational profile.

Intelligence Transmissions and Data Advantage. The AN/PRC-160(V) and other HF radios’
capability to send encrypted data transmissions sets them apart from other forms of radio
communications in SATCOM-restricted environments. Adversaries can easily detect other radio
platforms, such as single-channel ground and airborne radio systems (SINCGARSs) because
they operate in a specific area of the spectrum and send voice and limited data. For instance, the
SINCGARS RT-1523 radio operates in the 30-88 MHz frequency range, enabling enemy
detection.

Data is an essential element for gathering intelligence because visual intelligence information
allows commanders and their staff to create comprehensive battle plans. Gathering intelligence
data using HF radios enables commanders to make informed decisions, facilitating their decision
dominance within the OE. With the ability to send messages and intelligence information over
long distances, the HF radio is a versatile and capable piece of communications equipment. Table
3 depicts best practices for communications in LSCO.



Table 3. Best practices for communications in LSCO?

Practice Description

Integrate HF into PACE Plans Commanders must include HF radio proficiency
and systems in their unit’s PACE communications
plan to ensure resilience.

Understand the OE To “achieve decision dominance,” leaders must
understand the modern battlefield, including the
high risk of a satellite-denied environment and
adversary EW capabilities.

Maintain low signature Forces must operate below the electronic noise
floor to remain undetected. HF systems,
especially when used with low-power techniques
like HF-STORM, are essential for this.

Leverage for intelligence Use the encrypted data transmission capabilities
of modern HF radios (like the AN/PRC-160[V]).
It sends vital intelligence and battle damage
assessments, enabling informed decision making.

Emphasize proficiency Units must actively train on HF radio operations
to counteract the decline in radio skills that
resulted from overreliance on newer, more
vulnerable communications systems.

Conclusion

HF radio proficiency is not just a technical skill; it is a battlefield necessity. In an environment
where American adversaries have advanced EW capabilities, HF radios provide the versatility to
enable the commander’s C2 of equipment and personnel. HF radios can synchronize with
SATCOM systems through ROIP capabilities and maintain secure messaging and voice
communication even when SATCOM is unavailable. The ability to transmit encrypted data over
long distances and operate below the frequency detection range of enemy systems makes HF
radios more useful for conducting deliberate and stealthy reconnaissance than other
communications systems. Integrating HF radios into unit PACE communication plans is not just
a technical recommendation; it is strategically imperative for maintaining C2 in contested
environments. The threat of American and joint forces operating in SATCOM-denied
environments is highly likely, and units must take measures to maintain operational control in
such environments. U.S. adversaries like Russia and China can jam and deny SATCOM during
LSCO, and the joint force must train on HF radios to counter this. Commanders must have
reliable communications to support mission command across the battlefield, and HF radios
provide that solution. To achieve decision dominance in LSCO, commanders must understand
the OE and need for BLOS in satellite-denied environments; adopting HF radios as a tactical
solution ensures reliable, long-range communication to maintain C2 in these environments.

8 Heck, Willis D. III. Center for Army Lessons Learned.
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