S N R

Attt fe et ta et

e A ata A




Center for
Army
Lessons
Learned

The Center for Army
Lessons Learned

leads the Army Lessons DIRECTOR PUBLIC AFFAIRS
COL Scott Allen OFFICER
i
relevant information to ANALYSTS/AUTHORS
Phillip Andrews EDITOR
resolve gaps, enhance Zack Shelby
readiness, and inform
modernization. ILLUSTRATOR
Jorge Sainz
SECURITY
Sandra Griffin

CONTACT US

10 Meade Ave.

Bldg 50
Fort Leavenworth
KS 66027 Disclaimer: This paper was produced with the
assistance of GPT-based Al services for research,

DSN: 552-9533 drafting, and/or editing purposes. While Al was

913-684-9533 utilized to generate or refine content, all information,

interpretations, and conclusions presented herein
are the responsibility of the author(s). The content

has been reviewed for accuracy, originality, and
n m G compliance with ethical standards.


https://www.facebook.com/CenterforArmyLessonsLearned
https://www.twitter.com/USArmy_CALL
https://www.linkedin.com/company/center-for-army-lessons-learned
https://www.instagram.com/centerforarmylessonslearned/
https://www.youtube.com/@CenterforArmyLessonsLearned

E W Have a game-changing best

practice or compelling story? Let

CALL lead you to publishing success!
We recognize your insights’

immense value and potential

impact. CALL offers unmatched

resources and expertise to showcase
your ideas in respected military journals.

Our team helps you easily shape your narrative and
navigate the publishing journey. Don't let your knowledge go
unnoticed—become a published author with CALLs support.

ARMY.MIL/CALL | (913) 684-9533/2255



Introduction

This paper analyzes the tactical lessons from Hamas’s recent combat operations against the
Israeli Defense Forces (IDF) in the Gaza Strip. It explores how Hamas applied asymmetric
warfare principles and assesses how the Republic of China (ROC) Army in Taiwan (Taiwan
Army) could adapt these tactics to defend against a potential amphibious invasion by China’s
People’s Liberation Army (PLA). Hamas’s actions demonstrate that a smaller, determined force
can impose significant costs on a technologically superior adversary by leveraging asymmetric
tactics, complex urban terrain, and a comprehensive subterranean network.

Taiwan’s own geography provides a powerful natural defense, perfectly suited for such a
strategy. The island’s western plain contains dense cities that would bog down an invading force
in difficult urban combat. In contrast, rugged, forested mountains make up the central and eastern
two-thirds of the island. This terrain severely restricts the movement of large armies and creates
ideal conditions for a defending force to employ irregular warfare tactics. The island’s blend of
dense urban zones and mountainous wilderness creates a formidable defensive advantage.

Overview of People’s Liberation Army Offensive Urban Warfare Tactics

Based on Army Techniques Publication (ATP) Chinese Tactics, 9 August 2021, an amphibious
landing campaign against Taiwan would commence with a massive, integrated firepower assault
by PLA Rocket Force, Navy, Marine Corps, and Air Force assets.! The primary objective is to
achieve information dominance and physical isolation by destroying critical command and
control nodes, air defense systems, logistic hubs, and airfields across Taiwan.

Concurrently with kinetic strikes, the PLA will execute a comprehensive information campaign
involving cyberattacks and psychological operations to erode public and military morale, and
extensive deception measures to mask the true objectives and locations of landing forces.

Following the initial bombardment, the main amphibious and airborne assaults will commence.
PLA Navy Marine Corps units will conduct multi-axis landings to overwhelm coastal defenses.
Simultaneously, airborne and airmobile troops will be inserted deep to seize critical
infrastructure, disrupt Taiwan Army mobilization, and facilitate the rapid buildup of follow-on
forces. The PLA will leverage civilian roll-on/roll-off shipping to supplement its dedicated
amphibious lift capacity.

PLA doctrine emphasizes speed and the annihilation of enemy units. The operational objective is
to rapidly penetrate defenses, envelop Taiwan Army forces, and destroy them in detail to prevent
the establishment of a coherent defense in Taiwan’s mountainous interior. The elements of a joint
island landing campaign are shown in figure 1.

LATP 7-100.3, Chinese Tactics, 9 August 2021,
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Figure 1. The seven sequential and overlapping elements of the joint island
landing campaign?

From the Beach to the City

In the event of a successful amphibious assault, PLA forces will face the task of transitioning to
urban warfare. The PLA’s deliberate, reconnaissance-heavy approach would likely see it attempt
to encircle and isolate Taiwan’s cities before launching major assaults. It would leverage its full
spectrum of intelligence, surveillance, and reconnaissance (ISR) capabilities, including satellites,
unmanned aircraft systems (UASs), and special operations forces, to build a comprehensive
picture of the urban battlefield and identify the Taiwanese military’s dispositions.

2 Transformation and Training Command (T2COM) G-2. How China Fights in Large-Scale Combat Operations.
T2COM Operational Environment (OE) Threat Assessment 1-1. 5 November 2025. Page 22.
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A Grinding and Costly Advance

The PLA’s focus on seizing key urban terrain, such as high-rise buildings and underground
infrastructure, would be a critical aspect of its campaign. Taiwanese cities like Taipei, with its
extensive metro system, would become a subterranean battlefield, with both sides vying for
control of these covered avenues of movement.

The PLA would approach urban combat in Taiwan through its “system destruction warfare”
doctrine, aiming to paralyze and dismantle the city’s defense rather than engage in a simple battle
of attrition.’ The operation would begin by isolating the urban area, using long-range firepower
and cyberattacks to sever communications and supply lines while conducting precision
“decapitation” strikes against Taiwan military command posts.

Following this preparatory phase, the PLA would launch a multi-axis ground assault with task
organized attack groups designed to slice the city into smaller, isolated pockets of resistance,
bypassing major strongpoints to maintain momentum. These advances would be supported by
overwhelming integrated firepower to suppress and destroy Taiwanese Army positions.

The final phase would focus on the methodical encirclement and defeat of the trapped defenders,
culminating in the seizure of critical infrastructure to secure control and achieve a rapid collapse
of the city’s ability to resist.

Although the PLA’s urban warfare doctrine is well-developed and demonstrates a sophisticated
understanding of the challenges of city fighting, an invasion of Taiwan would be an undertaking
of immense difficulty and risk. The urbanized terrain of Taiwan would favor the defender and
likely lead to a protracted and brutal conflict, the outcome of which would be far from certain.

Key Lessons for the Taiwan Army from Hamas’s Urban Combat Playbook

“Guerrilla strategy must be based primarily on alertness, mobility, and attack. It must be
adjusted to the enemy situation, the terrain, the existing lines of communication, the
relative strengths, the weather, and the situation of the people.”*

Hamas’s strategy against the IDF is a case study in asymmetric warfare, designed to neutralize
the overwhelming conventional military advantages of Israel. The brutal urban fighting in places
like Gaza City and Khan Younis offers a stark and vital set of lessons for Taiwan’s defense.

For the PLA, the ultimate objective of an invasion is to seize and control Taiwan’s political,
economic, and population centers. This makes Taiwan’s dense cities the final and most critical
battlefield. The core lesson from Hamas is that a well-prepared and determined defender can turn
a city into a “meat grinder,” inflicting disproportionate casualties on a superior attacking force
and making the cost of victory unacceptably high.

Decentralized, Small-Unit Tactics: Hamas’s combat effectiveness stems from its use of
decentralized, small, and semi-autonomous cells of three to five fighters. Operating under a

3 ATP 7-100.3, Chinese Tactics, 9 August 2021.

4 Fleet Marine Force Reference Publication (FMFRP) 12-18, Mao Tse-tung on Guerrilla Warfare. 5 April 1989.
https://www.marines.mil/portals/1/publications/fmfrp%2012-18%20%20mao0%20tse-
tung%200n%20guerrilla%20warfare.pdf. Accessed 10 March 2026. Page 46.
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“mission command” philosophy that allows teams to act within the commander’s intent, these
squads are given general objectives within sectors of responsibility and are empowered to
conduct operations within them independently. This makes them highly adaptive and removes
their reliance on constant top-down communication. Their autonomy is made possible by an
intimate knowledge of the local terrain and, critically, a distributed logistic network of pre-
positioned caches of weapons, explosives, ammunition, food, and water. This allows units to re-
arm and sustain combat without depending on vulnerable supply lines.

The core tactic is the hit-and-run ambush. A cell will wait for a high-value target to enter a pre-
selected kill zone; initiate a sudden, violent attack; and then immediately exfiltrate, often using
the tunnel network to disappear without a trace. This model of dispersed and self-sufficient cells
creates a resilient fighting force with no central point of failure. The strategic result is a grinding,
casualty-intensive, and psychologically exhausting urban war for the IDF.

Weaponizing the Urban Terrain: Hamas weaponizes the urban terrain by systematically
converting every feature of the cityscape into a defensive asset or a lethal trap. Buildings are
transformed into multi-layered fortresses with internal “mouse holes” for concealed movement
and positions on different floors for snipers, UASs, and antitank teams. The rubble from
airstrikes is exploited as ideal, unpredictable cover that disrupts sightlines and creates difficult
terrain for armored vehicles. Hamas uses the city’s geometry, channeling enemy columns into
narrow streets that serve as pre-planned kill zones. Here, they initiate ambushes by disabling lead
vehicles with improvised explosive devices (IEDs), trapping the rest of the formation for
coordinated attacks from multiple elevations.* This extensive use of ambushes and IEDs inflicts
constant casualties and slows the IDF’s operating tempo.
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Figure 2. Hamas
tunnel in Gaza®

4 Dr. Youcef, Mekhanet and Dr. Lamia, Belferd. Modern Guerrilla Warfare: An Analysis of Hamas’ Tactics in the
Palestinian-Israeli Ongoing Conflict. 25 October 2024. https://asjp.cerist.dz/en/downArticle/475/12/3/255794.
Accessed 3 March 2026.

5 IDF photo. A 10-km-long terror tunnel passing underneath a hospital and a university. IDF troops located an
underground tunnel network connecting the north and south of Gaza. 26 February 2024. https://www.idf.il/en/mini-
sites/idf-press-releases-israel-at-war/february-24-pr/a-10-kilometer-long-terror-tunnel-passing-underneath-a-
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Integrating Surface and Subterranean Combat: For more than two decades, Hamas
constructed a sophisticated tunnel system, often called the “Gaza metro,” complete with
electricity, ventilation, and communication networks for its operations against Israel.® Hamas
fighters use a vast network of camouflaged tunnel entrances, which are often hidden in civilian
structures like homes, schools, and mosques. The group’s primary tactic is to execute its
signature “pop-up” ambushes, where a small unit emerges from a concealed shaft to attack a
target, such as an armored convoy, from an unexpected direction. The fighters can then quickly
disappear back into the safety of the tunnel network before an effective response can be
mounted. This strategy eliminates traditional frontlines and secure rear areas, compelling the IDF
to view every piece of “cleared” ground as a potential new danger zone. Figure 2 shows a Hamas
tunnel.

Leveraging Low-Cost Drones: Hamas weaponized commercial off-the-shelf drones,
transforming them into a cornerstone of its asymmetric warfare strategy. This approach
integrated two primary functions: intelligence gathering and direct attack. For surveillance and
reconnaissance, drones like the DJI Phantom and Autel provided Hamas with a crucial “eyes in
the sky” capability. In the lead-up to the 7 October 2023 assault, drones were used to conduct
detailed reconnaissance of the Israeli border, mapping out fortifications and identifying the
vulnerabilities of high-tech observation towers and communication hubs. During the conflict,
they provide real-time intelligence on IDF troop movements, enabling ground fighters to
coordinate ambushes and evade patrols with greater effectiveness. In addition, drones were
effectively used to attack IDF positions, soldiers, and equipment.’

Lawfare and the Use of Human Shields: Hamas weaponized international law and public
opinion—a practice often termed “lawfare.” By deliberately operating from within and beneath
civilian areas, Hamas created a strategic dilemma for the IDF. If Israel held its fire to avoid
civilian casualties, Hamas’s military assets were protected. If Israel attacked, the inevitable
civilian deaths were used to generate international condemnation, creating political pressure to
halt operations. Hamas explicitly encouraged civilians to ignore IDF warnings, framing its use of
human shields as a form of patriotic resistance and a winning strategy.® This approach
successfully imposed strategic costs on Israel, even when the IDF achieved tactical objectives.

hospital-and-a-university-idf-troops-located-an-underground-tunnel-network-connecting-the-north-and-south-of-
gaza/.

% Green, Mark A. Hamas and the Gazan Tunnels. 7 November 2023. https://www.wilsoncenter.org/blog-post/hamas-
and-gazan-tunnels. Accessed 10 March 2026.

7 Kaniewski, Dmytro. Hamas: Learning about drone warfare from the war in Ukraine. 20 October 2023.
https://www.dw.com/en/hamas-learning-about-drone-warfare-from-the-war-in-ukraine/a-67169578. Accessed 9
March 2026.

8 Schmitt, Michael N. Israel-Hamas 2023 Symposium — What is and is not Human Shielding. 3 November 2023.
https://lieber.westpoint.edu/what-is-and-is-not-human-shielding/. Accessed 5 March 2026.
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Hamas’ Tactics Applied to the Defense of Taiwan: The Porcupine Doctrine

“A defensive operation is an operation to defeat an enemy attack, gain time, and develop
conditions favorable for offensive or stability operations.”

The strategic logic underpinning Hamas’s tactics is directly relevant to Taiwan’s “porcupine
strategy.”!! This doctrine proposes that Taiwan cannot match the PLA in size and equipment, but
it can make the cost of an amphibious invasion and occupation unacceptably high for Beijing.
The lessons from Gaza offer a practical blueprint for implementing this strategy.

Defense in Depth

The Taiwanese Army should implement a “defense in depth” strategy by converting key,
structurally sound buildings at critical intersections into fortified strongpoints. These urban
fortresses would be linked by tunnels and pre-stocked with ammunition (especially antitank
weapons), water, and medical supplies, with reinforced walls and prepared firing positions.
These strongpoints would serve as fixed anchors in a larger defensive web, creating interlocking
fields of fire over “kill zones” in the streets below. The urban landscape, often reduced to rubble,
creates extreme logistic hurdles, with high consumption of munitions and the constant danger of
resupplying troops.

When PLA assault elements are fixed on reducing heavily defended buildings, mobile Taiwanese
hunter-killer teams would use their knowledge of the local terrain and subterranean routes to
launch hit-and-run ambushes against the attackers’ exposed flanks and rear areas. This layered
system creates a tactical dilemma for PLA commanders, forcing them into a costly, block-by-
block battle of attrition that breaks their operational momentum and shatters the cohesion of their
combined arms assault.

Extensive Tunnel Network

To counter the PLA’s invasion, the Taiwanese Army could adopt Hamas’s subterranean tactics on
a national scale by creating a comprehensive, multi-layered network that integrates modern
urban infrastructure with purpose-built tunnels. Taiwan’s extensive network of subways, parking
garages, and underground shopping centers would become logistic superhighways for moving
troops and supplies while tunnels, sewers, and storm drains would serve as stealth routes for
small hunter-killer teams. This network would allow the Taiwan forces to bypass PLA cordons
and strike at vulnerable rear areas, such as logistics convoys and command posts, emerging from
hidden exits long after the PLA believed an area was secured. This three-dimensional approach
shatters the concept of a secure frontline, forcing the PLA into a claustrophobic and
psychologically exhausting battle where threats can materialize from below at any moment,
fundamentally slowing its operating tempo.

To counter the extreme physical and psychological stress of underground warfare, the Taiwanese
Army requires a strategy focused on the specialized organizations with the training and
equipment necessary for that environment. Training must be fundamentally oriented toward
close-quarters battle, thriving in a claustrophobic environment, and include the extensive use of

 Army Doctrine Publication (ADP) 3-0, Operations. 21 March 2025. Page 2.

! Grieco, Kelly A., Slingbaum, Hunter. Taiwan s Squandered Defensive Potential. 11 September 2025.
https://www.stimson.org/2025/taiwans-squandered-defensive-potential/. Accessed 5 March 2026.

6



https://www.stimson.org/2025/taiwans-squandered-defensive-potential/

robotics and drones. Furthermore, units must be outfitted with specialized gear to overcome the
unique dangers of fighting in confined, dark, and air-deprived spaces, including personal oxygen
supplies, thermal optics, non-line-of-sight communication tools, and suppressed weapon
systems.

Urban Guerrilla Warfare: A Strategy of Asymmetric Defense

This defensive strategy hinges on forming a large force of small, decentralized urban guerrilla
units composed of regular soldiers and organized local militias. These teams would receive
expert training in anti-armor, antiair, and ambush tactics tailored for complex city environments.
Their immediate goal would be to transform potential landing zones and surrounding urban areas
into deadly “kill zones,” thereby preventing an invading force from establishing a secure
beachhead and breaking out into the wider country.

To enable this decentralized approach, units would operate under “mission-type orders.” This
command philosophy empowers junior leaders with autonomy to fight independently and seize
the initiative, ensuring operational continuity even if contact with higher command is lost. The
success of this model would rely heavily on selecting and developing small-unit leaders who
demonstrate aggression, independence, and the capacity for decisive action under pressure.

The ultimate strategic objective is to deny the invading force a rapid victory. By trapping them in
a prolonged and politically disastrous urban conflict, the strategy aims to inflict unsustainable
casualties and make the invasion untenable.

The effectiveness of this approach is rooted in the principle of “a large number of small things,”
as advocated by retired Admiral Lee Hsi-min, former chief of staff of Taiwan’s armed forces.!°
This strategy involves equipping the guerrilla units with a massive arsenal of low-cost, high-
impact weapons. The widespread distribution of man-portable air defense systems (MANPADSs)
would pose a lethal, low-altitude threat to enemy helicopters and drones, degrading their ground
support capabilities. Simultaneously, fielding vast quantities of portable antitank missiles and
domestically produced attack drones down to the squad level would create a persistent threat to
harass and attrit invading forces. These kinetic tools would be augmented by cyber and electronic
warfare designed to disrupt the enemy’s command and control systems, further amplifying chaos.
Together, these elements ensure any invading troops who manage to come ashore would face a
technologically lethal and unrelenting insurgency on every street.

Civil Defense and Resilience

Adopting a “whole-of-society” defense, the Taiwanese Army should integrate civil defense into
military planning to turn its populace into a strategic asset. This strategy involves first building
national resilience by securing food, water, and redundant communications to withstand a PLA
blockade, freeing the military to focus on combat.

The second component of this approach involves empowering the population to become active
participants in the nation’s defense. This would be achieved through a well-equipped territorial
defense force trained for local urban warfare and by providing the general citizenry with critical
skills like battlefield first aid and knowing how to counter PLA psychological operations

10 Timbie, James and Ellis Jr., Adm. James O. 4 Large Number of Small Things: A Porcupine Strategy for Taiwan.
Texas National Security Review: Volume 5, Issue 1 (Winter 2021/2022).
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The strategic goal is to present the PLA with a deeply hostile environment where every citizen is
a potential resistor, ensuring that even if conventional forces are overcome, the invasion devolves
into a logistic and psychological nightmare of protracted, unwinnable insurgency.

It is important to consider, however, that the PLA operates with a broad and ambiguous
definition of terrorism, which includes any acts that are perceived to threaten internal peace and
stability.!! Consequently, it is highly probable that civilians who actively assist the Taiwanese
Army or protest the PLA would be classified as terrorists and targeted by offensive military
action.

Conclusion

Hamas’s tactics provide a potent model for asymmetric warfare, demonstrating how a defending
force can counter a numerically superior adversary within a dense urban battlespace. Its success
hinges on key tactical principles: the use of decentralized, autonomous small-unit ambushes,
seamless integration of subterranean and surface warfare to create a three-dimensional
battlefield, complete weaponization of the urban terrain, and effective use of low-cost
commercial drones for reconnaissance and attack. When these irregular tactics are synchronized
with more conventional combat actions, they create a multi-faceted threat that can overwhelm an
adversary’s command and control and degrade its operating tempo.

For Taiwan, these lessons provide a practical roadmap as part of its “porcupine strategy” against
the immense conventional power of the PLA. By adopting this model, the Taiwanese military
can transform its cities into lethal fortresses, where a large force conducts urban guerrilla
warfare. This strategy supports conventional Taiwanese forces by bogging the PLA down in a
bloody and politically disastrous quagmire. The urban insurgency would fix, attrit, and dislocate
PLA invasion forces, preventing them from massing their strength and creating windows of
opportunity for conventional air, naval, and ground forces to conduct decisive counterattacks
against a weakened and dispersed enemy, thereby ensuring Taiwan’s sovereignty.

"' ATP 7-100.3, Chinese Tactics, 9 August 2021.
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