OUTPACING =
PACING THREAT

INntegrating

Artificial Intelligence
tO Accelerate
Command Decisions

APPROVED FOR PUBLIC RELEASE
DISTRIBUTION UNLIMITED


https://www.army.mil/CALL

Center for
Army
Lessons
Learned

The Center for Army Lessons
Learned

leads the Army Lesson.s Director Analyst/Author
Learned Program and delivers COL Scott Allen Soulynamma Pharathikoune

timely and relevant information Contributing Author | Editing

2 resqlve 9aps, 9nhance MAJ Dustin Berry Carl W. Fischer
readiness, and inform

g lllustrator Public Affairs
d tion.
modernization Julie Gunter Mike Hagen
Security

Sandra Griffin

Disclaimer: This paper is produced with the
assistance of GPT-based Al services for research,
drafting, and/or editing purposes. While Al is used
to generate or refine content, all information,
interpretations, and conclusions presented herein
are the responsibility of the author(s). The content

CONTACTUS has been reviewed for accuracy, originality, and
10 Meade Avenue compliance with ethical standards.
Building 50

PO LEEEmRIT, 1S EE2Y CALL presents professional information, but views

DSN: 552-9533 expressed herein are those of the authors, not the
Department of Defense or its elements. The content
913-684-9533 does not necessarily reflect the official U.S. Army

position and does not change or supersede any
information in other official U.S. Army publications
Authors are responsible for accuracy and source
documentation of material they provide.

GNHE O


https://www.facebook.com/CenterforArmyLessonsLearned
https://www.twitter.com/USArmy_CALL
https://www.linkedin.com/company/center-for-army-lessons-learned
https://www.instagram.com/centerforarmylessonslearned/
https://www.youtube.com/%40CenterforArmyLessonsLearned

26-1081 Outpacing the Pacing Threat

OUTPACING THE PACING THREAT:

e Artificial Intelligence Imperative in Modern Warfare
o Principled Framework for Al Integration
o Best Practices for Successful Integration
o Tactical Applications Across the Warfighting Functions
o Ethical and Operational Challenges
o Joint and Multinational Dimension
e Conclusion
e Annex A: How-To-Guide: Implementing the Defense Data Orchestration Framework

Whoever can sift through the amount of data that is available on the battlefield of tomorrow, to
sort through that and use that information effectively to make decisions that force is going to
win war. There’s no doubt about it ... Al-enabled decision dominance is where we need to
come and what the future is.!

— COL (P) Michael R. Kaloostian

Director, Command and Control (C2)

Cross Functional Team

at the Association of the United States Army (AUSA) Conference
2025

Artificial Intelligence Imperative in Modern Warfare

The Army stands at a critical turning point. Much like gunpowder and aviation redefined conflict
in past eras, artificial intelligence (Al) is rapidly transitioning from a futuristic concept into a
present-day tool that is actively reshaping how the U.S. Army plans, prepares, executes, and
assesses military operations. For corps and divisions, Al offers a significant opportunity to
accelerate decision making, integrate complex actions with greater precision, and enhance
sustainment planning and execution.

However, competitors are reshaping the strategic landscape. They view Al not merely as an
efficiency tool but as the foundation of future military power. Foremost among these competitors
is China, the United States’ pacing threat. China’s “Next Generation Artificial Intelligence
Development Plan,” announced in 2017, clearly declares its intent to become the world’s leading
Al power by 2030.? This strategy, characterized by a state-led civil-military fusion approach
enables rapid development cycles without the ethical and legal constraints that challenge the U.S.
Army.

The People’s Liberation Army (PLA) aggressively operationalizes this national strategy,
embedding Al into every facet of its warfighting doctrine. The PLA’s stated goal is to achieve a

! Mark Pomerleau, “Army turning attention to Al for decision dominance with Next-Gen Command and Control,”
DefenseScoop (website), 23 July 2025, https://defensescoop.com/2025/07/23/army-next-gen-command-and-control-
ai-for-decision-dominance/, accessed 16 September 2026.

2 Pablo Robles, "China Plans to Be a World Leader in Artificial Intelligence by 2030," South China Morning
Post (website), October 1, 2018, https://multimedia.scmp.com/news/china/article/2166148/china-2025-artificial-
intelligence/index.html, accessed 17 September 2026.
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decisive advantage in what the PLA terms “intelligentized warfare,”® where victory goes to the
side that processes information and makes decisions faster. From autonomous combat platforms
and “intelligentized” missile guidance to predictive logistics and Al-driven command systems,
the PLA builds a force designed for a new era of warfare.

Given that the PLA’s progress remains difficult to assess because of secrecy and the PLA’s
multi-year head start, the U.S. Army must strategically assume that it is, at best, at parity in the
Al race. This necessary strategic assumption guards against technological surprise and hopefully
encourages a bias for action. Falling behind in the development and integration of Al risks
ceding the initiative on the future battlefield. Consequently, this publication provides a roadmap
for corps and division commanders and their staff. It offers a structured implementation
framework, actionable best practices, and a clear examination of the challenges ahead. However,
given the rapid pace of Al advancement, the best practices and challenges outlined here cannot
be exhaustive as corps and divisions will inevitably learn, discover, and add to this foundation
through their own implementation experiences. The goal is to equip commanders with the
knowledge required to overcome integration hurdles, harness AI’s full potential, and ensure
corps and divisions secure a decisive strategic advantage in an increasingly Al-enabled world.

Principled Framework for Al Integration

To move from ambition to reality, units must adopt a structured, repeatable, and doctrinally
familiar approach to Al integration. Relying on episodic individual Soldier or staff efforts

and ad-hoc experimentation, while valuable for learning, remains insufficient for enterprise-level
transformation that requires institutional commitment and standardized processes. The Defense
Data Orchestration Framework (DDOF) (Figure 1.) provides a clear six-step roadmap that is
nearly analogous to the military decision-making process (MDMP). Just as skipping a step in
MDMP could have negative second and third order affects in subsequent steps, corps and
divisions should follow each DDOF step in the prescribed order. For additional details, see the
How-to-guide: Implementing the Defense Data Orchestration Framework, Annex A in this
publication.

3 Michael Glonek, "Integrating Artificial Intelligence into Corps and Division Operations: A Strategic
Imperative," Army University Press, May-June 2024, https://www.armyupress.army.mil/Portals/7/military-

review/Archives/English/May-June-2024/MJ-24-Glonek/MJ-24-Glonek-UA .pdf. Accessed 18 Sept 2026.
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Figure 1. Defense Data Orchestration Framework*

Step 1: Problem framing. Problem framing serves as the first and most critical step in the
DDOF Framework. Before gathering any data or developing Al prompts, teams must clearly and
precisely define the mission-critical objectives and operational questions that Al will address. A
poorly framed problem, such as “improve sustainment,” will lead to vague and unhelpful outputs
from Al or any software development and thus negatively impact trust in Al. A well-framed
problem, such as “provide recommendations to reduce the incidence of critical equipment failure
for our forward-deployed armored brigade combat team by 25 percent by developing a predictive
maintenance model,” is specific, measurable, and directly tied to an operational outcome.
Effective problem framing requires collaboration between commanders who understand and can
clearly articulate the mission and data professionals who know the art of the possible.

Step 2: Data provisioning. Data provisioning is a significant challenge in the Army, where data
is often segregated into discrete silos. Separate systems manage personnel, logistics, intelligence,
operations, and other functions. This step involves creating detailed data inventory, establishing
pathways to access the data, and ensuring the data’s relevance and accuracy. The G-6 and the
unit’s data team play crucial roles in navigating the technical hurdles of data access and
integration.

4 “Defense Data Orchestration Framework Playbook v1.1.” DDOF Playbook v1.1.pdf, accessed 25 October 2025,
available to authorized users only with a valid common access card (CAC).
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Step 3: Data wrangling. Raw data quite often is not ready for analysis. What is called wrangling
is the process of cleaning, transforming, and preparing this raw data. This could mean correcting
misspellings, standardizing location data, or addressing incomplete or corrupted data. This
tedious but critical work ensures data quality, because without it, even the most advanced Al
models will produce flawed outputs, further undermining trust.

Step 4: Development. This step involves building, training, and refining specific data products
and Al models. These can include:

e Using historical data to forecast future events such as predicting enemy courses of action
(COA:s), forecasting ammunition and fuel consumption rates, or estimating equipment failure
probabilities.

e Creating interactive applications that allow staffs to explore data, identify hidden patterns,
and wargame the what if...scenarios to support decision making.

Step 5: Test and evaluation (T&E). Units must thoroughly test Al systems before fielding
them. The T&E phase validates that the data product meets mission objectives. This involves
both developmental testing (e.g., does the tool work as intended?) and, more importantly,
operational testing (e.g., does the tool help the staff solve the problem during an operation or
exercise?). T&E must involve the staff officers and Soldiers who will use the tool. This is to
ensure the tool is intuitive, effective, and that its outputs are accurate. Metrics for success must
be clearly defined, measuring not only technical accuracy but also the tool's impact on staff
product quality and commander decision speed.

Step 6: Operations and refinement. Deployment is not the end of the process but the beginning
of a continuous cycle of feedback and refinement. As the staff uses the Al tool in their daily
activities, they will discover the tool’s strengths, weaknesses, and other unexpected issues. A
formal feedback mechanism captures these observations and relays them back to the data team.
This enables an iterative process where the data team constantly updates, retrains, and improves
the Al model based on real-world performance. This ensures that Al tools evolve and adapt to
meet the changing demands of the operational environment.

Best Practices for Successful Integration

A framework provides the what, but best practices provide the sow. Successful Al integration is
as much a cultural and leadership challenge as it is a technical one. The following best practices
are essential for corps and divisions seeking to harness AI’s full potential.

1. Command-driven leadership and buy in. Al integration will not succeed as a grassroots-
only effort. It requires command emphasis from the top.> Corps and division commanders must
establish Al integration as a clear command priority, setting the tone for their entire organization.
When Al integration is a true command priority, the necessary allocation of time, personnel, and
resources will naturally follow as will the commander’s personal involvement.

> Major Daniel Walker, 10th Mountain Division’s Operations Research and Systems Analysis (ORSA) and lead of
Division’s operational data team during interview on 18 August 2025.
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To drive this transformation, commanders must embed an Al-focused dialogue into their battle
rhythm. During planning meetings, commander’s update briefings, and after-action reviews,
commanders can assess and guide progress by asking pointed questions. Examples include:

e We are receiving reports from multiple intelligence feeds and our organic intelligence,
surveillance, and reconnaissance assets. How are we integrating this data to provide a single
comprehensive common operational picture or are we still looking at three different maps?

e What Al-enabled tools are we currently using to identify adversary patterns, predict their
most likely course of action, or use to recommend friendly COAs? Are we leveraging the full
capabilities of these tools?

e How quickly can we process and present relevant data for time-sensitive decisions such as a
dynamic targeting opportunity? What are the bottlenecks and how can Al help minimize or
eliminate them?

e How are we training the staff to effectively use data analytics and Al tools to support their
warfighting function? Is this training planned for and scheduled for our daily activities?

A key enabler for this is the assignment of a dedicated Al integration team. Organizations must
source this team internally. The team should include data professionals, operations research
analysts, and motivated and technically proficient Soldiers from various warfighting functions.
These specialists bridge the gap between technical experts and the staff by translating the
commander’s intent into problems that data and Al can address to help staff sections use new
tools and maintain a continuous feedback loop for refinement. Since operational requirements
differ across corps and divisions, commanders should position the team where it best serves their
command’s specific needs.

Finally, leaders must proactively address the natural concern that Al will replace human
judgment or, worse, jobs. Leaders must frame Al as a force multiplier designed to enhance, not
replace, the staffs’ expertise. As LTC Blaire Wilcox noted during an Army Mad Scientists
podcast on hybrid intelligence and sustaining adversary overmatch, “[AlI] makes professionals
better. It does not necessarily make amateurs or the inexperienced [into] professionals.”® By
framing Al as a tool that automates tedious tasks to free up time for critical thinking and
providing deeper insights to inform (but not making) decisions, leaders can build the trust and
confidence essential for adoption.

2. Data readiness and a culture of data management. Al is only as effective as the data on
which it has been trained or is provided. Even the most advanced systems require a solid
foundation of high-quality, authoritative, and curated data. Without it, they will produce outputs
that are flawed, biased, or nonsensical. These faulty outputs, while very believable, will
ultimately destroy user trust. Therefore, establishing rigorous data governance is the non-
negotiable foundation for all Al initiatives. This includes creating a comprehensive data

® Luke Shabro and Matt Santaspirt, "107: Hybrid Intelligence: Sustaining Adversary Overmatch with Dr. Billy
Barry, LTC Blair Wilcox, & TIM," October 25, 2024, in The Convergence, produced by The Army Mad Scientists,

podcast, 58:52, https://theconvergence.castos.com/episodes/107-hybrid-intelligence-sustaining-adversary-
overmatch-with-dr-billy-barry-Itc-blair-wilcox-tim, accessed 19 September 2026.
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inventory for the command, implementing standardized cleaning protocols, and establishing
validation checkpoints to ensure data integrity.

Platforms like Palantir’s Vantage help units organize, clean, and analyze their data. Like
anything else in the Army, Soldiers must use these tools consistently to achieve and maintain a
certain degree of proficiency.

Fortunately, the following communities of practice resources enable any curious and creative
Soldier to easily build data pipelines and ontologies:’

e CAC Data Analytics

e Al Community of Practice

e Artificial Intelligence Warfighting Forum

e Generative Al for Training and Educational Development
¢ YouTube tutorial videos

e Unit data teams

An ontology is a way to represent knowledge within a specific domain by defining a set of
concepts and categories, along with the relationships between them, helping organize
information so that both humans and computers can understand it more effectively.® Units should
leverage existing work to save time and effort. MAJ Dustin Berry, data scientist in CAC's
CDAQO, defines these existing works, known as Ontology Context in Vantage, as “the semantic
layer that organizes raw data into objects, relationships, and actions allowing users and Al (AIP
Agent/Logic)’ to interact with the data.” According to MAJ Berry, “Army users have established
a curated corpus of ontology object types ranging from operational lessons learned from the
Center for Army Lessons Learned to authoritative doctrine from the Army Publishing
Directorate.” Corps and division staff can use this feature to rapidly pull doctrinal templates or
analyze trends from thousands of historical after-action reports. However, they must exercise
caution and validate that any pre-built ontology is appropriate for their specific task.

Ultimately, this requires fostering a culture of data. Every Soldier must understand that they are
data generators and that the quality of their reports, from a simple spot report to a detailed battle
damage assessment, directly impacts the accuracy and effectiveness of the Al tools.

3. Phased and iterative implementation. A single large-scale approach to Al integration is very
likely to result in poor outcomes. As with any tool, Al is only as effective as the people using it
and building widespread proficiency and trust will take time. Corps and divisions should
implement Al in phases, starting with low-risk applications to build confidence and familiarity.

7 Ontologies are structured, formal representations of knowledge, defining concepts, properties, and their
relationships within a specific domain to enable machine understanding, data integration, and reasoning.

8 Microsoft Copilot definition of ontology.
https://www.bing.com/search?q=simple+example+of+ontology&FORM=QSRE10. Accessed 13 Feb 2026.

9 AIP Agent/Logic refers to Palantir's Al assistants and reasoning capabilities within Vantage.
https://vantage.army.mil/, accessed 13 February 2026, available to authorized users only with a valid common
access card (CAC).
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e Phase 1: administrative and analytical augmentation. Begin by using Al for time-consuming,
lower-risk tasks where human review can catch any errors before they impact
operations. This includes summarizing long reports, transcribing meetings, identifying trends
in historical data, or drafting routine correspondence. Success in these areas builds
confidence and frees up the staff’s time for more complex, higher priority work.

e Phase 2: mission-critical support. As the staff becomes more proficient, expand AI’s use to
mission-critical functions. This could involve using Al to help develop and wargame
multiple COAs, recommend priorities based on the commander’s guidance, or predict
maintenance needs for key combat systems. In this phase, Al serves as an assistant and
subject matter experts must always validate Al outputs.

e Phase 3: time-sensitive decision support. In the most advanced phase, Al can support time-
sensitive decisions in active operations, such as identifying and recommending action for
dynamic targets. As in phase 2, human validation of Al outputs remains paramount.

This phased approach allows the organization to learn and adapt, builds organizational
confidence, and ensures that the risks associated with Al get managed deliberately. With these
foundational practices in place, corps and divisions can begin applying Al across specific
warfighting functions.

Tactical Applications Across the Warfighting Functions

Organizations realize AI’s true value when it becomes integral to their core processes. For corps
and division staff, this means integrating Al into the warfighting functions:

1. Intelligence. Al can dramatically accelerate the intelligence preparation of the operational
environment (IPOE) process, which underpins all operations:

e Al can analyze vast datasets of historical intelligence reports, doctrinal templates, and
observed enemy tactics, techniques, and procedures (TTPs) to build a highly detailed threat
model, identifying patterns that a human analyst might miss.

e Al can generate multiple plausible enemy COAs based on enemy doctrine and current
disposition, and then wargame those COAs against friendly plans to identify potential points
of friction and opportunities.

Beyond IPOE, Al can identify key personalities and relationships from unstructured text and
perform initial pattern recognition, freeing human analysts to focus on providing essential
context, judgment, and predictive analysis.

2. Movement and maneuver. Al can provide commanders with more options by identifying
approaches that might be missed under manual processes. Al-enabled tools can rapidly process
large datasets to include intelligence reports and logistical factors to highlight patterns,
relationships, and potential opportunities that staff planners might overlook due to time
limitations or information overload. This enables staff to present commanders with more
thoroughly vetted options (though human judgment remains essential for evaluating tactical risk)
for assessing enemy intent and making final decisions.

3. Fires. Commanders can integrate Al into the targeting process of decide, detect, deliver, and
assess (D3A) to accelerate the delivery of effects:

CENTER FOR ARMY LESSONS LEARNED
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e Decide: Al can assist with target prioritization by applying the commander's guidance to
provide rapid and comprehensive recommendations on which targets to engage and in what
sequence.

e Detect: Al can quickly sift through hundreds, if not thousands, of reports, to identify
potential targets.

e Deliver: The principle of having humans in the loop is non-negotiable for all lethal
engagement decisions. Al can support weaponeering by analyzing target characteristics,
available munitions, and desired effects to recommend the optimal weapon-target pairing for
each engagement.

e Assess: Al can rapidly analyze battle damage assessments from various sources to determine
the effect on the target, accelerating the assessment phase, and allowing for rapid re-attack if
necessary.

=

. Sustainment. Al has the potential to transform sustainment into a more predictive process:

¢ By analyzing maintenance data and historical failure rates from vehicles and equipment, Al
algorithms can forecast component failures before they occur. This allows maintainers to
replace parts proactively, thus improving readiness and reducing unexpected breakdowns.

e Al can optimize resupply recommendations by analyzing historical consumption rates,
current operational tempo, and planned future operations. This ensures that the right supplies
(e.g., Classes I, III, and V) deliver to the right place at the right time, reducing waste, and
minimizing the risk of logistical shortfalls.

e For sustainment convoys, Al tools can analyze road conditions, weather, and real-time threat
intelligence to plot the safest and most efficient routes which improves efficiency and force
protection.

5. Command and control (C2). Al can rapidly process thousands of text-based reports to
identify critical information requiring the commander’s immediate attention. By consolidating
reports and highlighting key decision points, Al helps commanders consider more options within
available time. This human-machine teaming approach augments commander decision making
and enables operations at an increased tempo.

Ethical and Operational Challenges

Corps and divisions must develop clear policies governing the use of Al in military operations
addressing issues such as data sharing, algorithmic transparency, and ethical use of Al. These
policies must align with Department of War directives while providing specific guidance tailored
to their unique organizational requirements.

1. Accountability and the law of armed conflict. The rise of Al, particularly autonomous
systems, introduces significant ethical dilemmas. Who bears accountability when an Al-enabled
or autonomous system makes a mistake that leads to fratricide or civilian casualties? Department
of Defense Directive 3000.09, “Autonomy in Weapon Systems,” is very clear in this regard. The
directive mandates that all weapon systems must “allow commanders and operators to exercise
appropriate levels of human judgment over the use of force.” As such, the staff judge advocate
must help refine Al models to include safeguards that prioritize legal compliance with the
principles of distinction and proportionality. An Al targeting tool could be designed to flag any

CENTER FOR ARMY LESSONS LEARNED
9




26-1081 Outpacing the Pacing Threat

potential target near a protected site (e.g., hospitals, religious sites, or schools) and require
multiple levels of human confirmation before the target can be validated and engaged.

2. Algorithmic bias. Al models learn from data, and if that data is biased, the model’s outputs
will be biased. This can have dangerous and unintended consequences. For example, if an
imagery recognition Al used for targeting is trained primarily on images of enemy tanks in desert
environments, the Al may fail to identify tanks accurately in a forest or arctic environment. Or
tanks that have been heavily modified can be hard to identify to counter drone threats, creating a
critical operational vulnerability. Similarly, if the data that analysts use to predict insider threats
contains unintentional demographic biases, the resulting Al could unfairly single out certain
groups of people.

Commanders and staff must deliberately and continuously work to mitigate bias. This involves
using diverse and representative training data, conducting regular audits to actively search for
biases, and maintaining transparency in how the model works so that operators can understand
the model’s potential limitations.

3. Operational risks: over-reliance and skill atrophy. A significant long-term risk is that
commanders and staff will become overly reliant on Al thus degrading their ability to think
critically through complex problems and make decisions under the pressures of large-scale
combat operations. This over-reliance creates a dangerous de-skilling across the force. Essential
analog competencies (e.g., manual [IPOE, map reading without digital aids, hand-calculated
sustainment planning, etc.) will atrophy without regular practice. If Al systems, and other C2
systems, were to fail or be degraded by enemy action, corps and divisions could be faced with
significant risk to force and risk to mission.

Commanders must guard against this by insisting on a culture of critical engagement with Al
outputs. Staff should be trained to critically question Al recommendations, understand the data
and assumptions behind recommendations, and be prepared to operate without Al. Training plans
must incorporate exercises where units must execute their mission using only manual and analog
methods, ensuring the preservation of these critical skills.

Joint and Multinational Dimension

Future conflicts will require the U.S. Army to operate in joint or multinational forces, adding
complexity to Al integration. Corps and divisions must ensure their Al systems work seamlessly
across coalition partners.

This requires a concerted and deliberate effort to develop Al capabilities that can function
effectively in a coalition environment. Key technical and policy challenges must be addressed
and resolved:

e For allies to share Al-driven insights, they must first be able to share data. This requires
establishing common data exchange formats and standards.

e Al tools often need access to vast amounts of data at multiple classification levels.
Developing advanced cross-domain solutions and classification guards is essential to share
Al outputs without compromising sensitive sources and methods.
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e Design Al systems with interoperability in mind from the outset and conduct regular joint
and multinational integration exercises to test different systems together in realistic
operational scenarios.

e Nations have different legal and ethical policies regarding Al and autonomy. During
multinational operations and exercises, clear protocols must be established that define which
decisions require human approval from which specific national authorities. This ensures that
all actions remain within the legal and political boundaries of each participating nation.

Conclusion

Integrating Al into corps and division operations is no longer optional, it is an imperative for
victory in modern warfare. Commanders who embrace the framework and best practices outlined
herein can transform their units into agile intelligent forces capable of outpacing and out
deciding any adversary. Success requires balance by aggressively leveraging Al’s capabilities
while preserving the irreplaceable human judgment, intuition, and ethical leadership that defines
the American military profession. Units that master this synergy will gain decisive advantages in
operational tempo, decision quality, and combat effectiveness.

Ultimately, future conflict will be a contest of speed, not just of weapons systems. It will be a
contest of decisions themselves. Victory will favor those who most rapidly execute Boyd’s
observe, orient, decide, and Act (OODA) loop,'® and Al is the key to accelerating that cycle
beyond what previous generations thought possible. Corps and divisions can seize this decisive
edge and dominate the future battlefield through structured, ethical, and commander-driven
integration.

10 The OODA (observe, orient, decide, act loop) is a decision-making model developed by U.S. Air Force COL John
Boyd in the early 1970s.
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Acronyms
Al artificial intelligence
AUSA Association of the United States Army
CAC Combined Arms Command
CDAO Chief Data Analytics Office
C2 command and control
DDOF Defense Data Orchestration Framework
IPOE intelligence preparation of the operational environment
MDMP military decision-making process
OODA observe, orient, decide, and act
T&E test and evaluation
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Annex A
How-To-Guide: Implementing the Defense Data Orchestration Framework

(DDOF)
Last updated: 21 April 2025
Introduction:

This playbook provides detailed “how-to” guidelines for utilizing the Defense
Data Orchestration Framework (DDOF). The DDOF is the operational
mechanism that enables activities to achieve two of the strategic goals in the
Department of Defense (DoD) Data, Analytics, and Artificial Intelligence Adoption
Strategy: 1) advance the data, analytics, and Al ecosystem; and 2) deliver
capabilities for enterprise business and Joint warfighting impact. Initially
conceived at the Army Office of the Chief Data and Analytics Officer (CDAO), the
DDOF was designed to implement the Army Data Management and Analytics
Strategy (ADMAS), transforming its conceptual vision into actionable processes.
This framework ensures the effective creation, deployment, and continuous
refinement of data products aligned with Army doctrine, systems, and mission
requirements. It is a structured, iterative lifecycle designed to deliver mission-
critical insights and enable decision dominance.

Currently, the DDOF approach is being adopted across the Military Departments
(MILDEPS) with several successfully implemented use cases, as shown in Table 1
in Appendix A.

Overview of the DDOF Phases:

The DDOF consists of six core phases (See Figure 1 below, and Figure 2 in the
Appendix):
1. Problem Framing: Defining the problem and identify the analytical solutions required
to reach desired outcomes.

2. Data Provisioning: Gathering and organizing the necessary data for solving the
problem identified in phase 1.

3. Data Wrangling: Cleansing, transforming, and integrating authoritative data to
address the problem scope.

4. Development: Building mission-driven data products (models, dashboards, etc.) in
approved data platforms (See Table 2 in the Appendix A for DoD approved data
platforms and their usage).

5. Test & Evaluation: Validating the accuracy, reliability, and fitness for purpose.

6. Operations: Integrating data products into Army decision-making processes for operational
use.
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How is DDOF supporting the DoD Data Strategy?

Data has long been recognized as a strategic asset for the DoD. However,
leveraging and maximizing its full potential requires an effective framework to
support our vision for a data-driven decision-making environment. The DDOF is
one such method, with a proven track record of successful implementation in the
Army, Navy, Air Force, Marine Corps, and National Guard. The DDOF
transforms data from its source of origin to its required destination, enabling DoD
senior officers to make accurate, reliable, and informed decisions by providing
the highest quality data products.

1. Advance the Data, Analytics, and Al Ecosystem: The DDOF advances the data, analytics,
and Al ecosystem by providing a structured process that ensures data is accurately
defined, gathered, cleansed, and integrated, resulting in high-quality, reliable data. This
data is then used to develop mission-driven data products, such as dashboards in
Common Operating Pictures, which are rigorously tested and validated. By embedding
these data products into decision-making processes, the DDOF fosters a cohesive and
robust data ecosystem that supports advanced analytics and Al applications, driving
innovation and enhancing the DoD's analytical capabilities.

2. Deliver Capabilities for Enterprise Business and Joint Warfighting Impact: The DDOF
delivers capabilities for enterprise business and Joint warfighting impact by
transforming raw data into actionable insights through a systematic, iterative process.
By clearly defining problems, provisioning and wrangling data, and developing and
validating data products, the DDOF ensures that high-quality, reliable data products
are integrated into decision-making processes. This enables DoD senior officers to
make informed, data-driven decisions that enhance operational efficiency, support
enterprise business functions, and improve joint warfighting capabilities, ultimately
driving mission success.

The Scope and Extent of DDOF: What DDOF is:

e This framework is process-oriented, and its greatest strength lies in enabling an
iterative process of data product development that accurately aligns with operational
objectives and mission requirements.

e It conforms to data standardization practices highlighted in the Multi-Service Tactics,
Techniques, and Procedures (MTTP) for Data Orchestration by allowing for the
incorporation of metadata and ontology, enabling interoperability between disparate
systems, tools, and networks.

e The DDOF is intended to deliver data (often fueled by platforms like VAULTIS) into
products that satisfy consumer needs on the demand side, while ensuring supply-side
activities leverage the most out of governance, Enterprise services, and DoD data
platforms.

e The DDOF is designed to ensure data products are not just built but are
demonstrably valuable and usable within Army operations.
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What DDOF is NOT:

e The DDOF is not limited by any specific data platform, network, tool, capability, feature, or
resource.

e The DDOF is not designed to be confined by the scope or magnitude of any project
required to develop a data product.

e The DDOF is not a one-time assessment or certification. It’s a continuous process of
evaluation and improvement throughout the data product lifecycle.

e The DDOF is not simply about technical compliance. While adherence to standards is
important, the ultimate goal is mission impact and usability.

e The DDOF is not intended to replace existing data governance structures. Instead, it
complements and strengthens them by providing a structured framework for
evaluating data products within those structures.

e The DDOF is not a "rip and replace" exercise. It's designed to work with existing
systems and data, identifying opportunities for optimization and integration rather
than wholesale changes.

e The DDOF is not solely the responsibility of data scientists or IT professionals.

Successful implementation requires collaboration across the entire data

lifecycle — from problem framing to operational use — involving stakeholders

from various disciplines.
NOTE 1: the How-to-Guide descriptions of each DDOF phase include examples
from the Army platforms, systems, and Enterprise environment, however, the same
principles can be applied to any MILDEP where data platforms offer capabilities to
develop data products.

NOTE 2: The problem framing phase in the DDOF approach serves as the basis for
data product request form. Leveraging the SMART (specific, measurable,
achievable, relevant, time-bound) framework, this process will become available on
Army Data Catalog as an official form to use for requesting and initiating data
product projects in Army Data Platforms like Vantage. See Appendix B.
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Figure 1: Defense Data Orchestration Workflow

Implementing DDOF in Practice — Phase-by-Phase Guidelines

1. Problem Framing — Define the mission-critical problem and align data

needs with operational objectives

Sub-steps: Understanding the decision, Analytical approach

Tasks:

Clearly articulate the operational challenge requiring data-driven insight.
Define success criteria: What constitutes a successful solution?
The FDMs submit a Problem Framing Intake form on Army Data Catalog (ADC).

The C2DAOs review and approve the problem statement and analytical approach in
ADC.

Facilitate the understanding of the decision context, gather relevant
knowledge, and ensure alignment with organizational objectives.

Conduct preliminary data exploration to assess data availability related to the
problem.

Document the problem statement, success criteria, and initial data assessment
to communicate to the Data Provisioning Team.

Propose potential analytical approaches (e.g., spatial analysis, machine
learning, time series forecasting).
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= Assess the feasibility of each approach based on available data and resources.
= Develop a preliminary analytical plan outlining the proposed methodology.

Deliverables: Approved Problem Statement, Analytical Approach Document,
Preliminary Data Assessment.

Data Provisioning — Gather, validate, and organize data from
internal and external sources

Sub-steps: Data Requirements, Data Selection
Tasks:
= Verify data source authority and lineage.

= Ensure data compliance with Army data governance policies (e.g., data security
classifications, privacy regulations).

= |dentify potential data sources, including academic institutions and
external subject matter experts, and facilitate data access.

= Translate the data needs outlined in the Analytical Approach step
into specific data requirements.

= Build and maintain the ETL pipelines to ingest data from identified
sources into the data platform, ensuring data freshness and reliability.

=  Provide subject matter expertise on relevant data sources and data elements.
= Assist in validating the accuracy and completeness of authoritative data.

= |dentify key data sources (e.g., logistics databases, sensor data, personnel
records) relevant to the problem, documenting their access methods and
limitations.

= Evaluate the quality and completeness of potential data sources, determining
their suitability for robust data modeling to solve the problem.

= Obtain the data validation insights from data analysts on data quality checks
to make informed decision on feasibility of available data for integration.

= Document data quality metrics and limitations.
Deliverables: Data Requirements Document, Data Source Inventory, Data Access Plan.

Data Wrangling — Clean, transform, and integrate data to ensure
usability in the given Army data platform

Sub-steps: Data Understanding, Data Preparation
Tasks:

= Perform exploratory data analysis (EDA) to understand data characteristics,
identify anomalies, and assess trends.
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= Define data cleaning and transformation rules.
= Develop and implement data wrangling scripts (e.g., Python, SQL).

=  Provide guidance to the data engineers and analysts to ensure the data
is appropriately transformed, integrated, and utilized.

= KM helps integrate data from different sources and provides context and
documentation to help data engineers understand the data and its relevance
to the problem.

= Build and maintain data pipelines to automate the data wrangling process.

=  |mplement data quality checks and validation rules.

=  Ensure datais transformed into a consistent and usable format.
= Conduct comprehensive quality-assurance on available data sources.

e Deliverables: Integrated, reliable, quality assured, verified and accurate data sources
that are ready for product modeling.

4. Development — Build data products, including predictive models,
dashboards, and analytical tools

e Sub-Steps: Data Product Modeling
e Tasks:

= Ensure the architecture supports data storage and usability in a secure and scalable
manner.

= Implement data governance policies and standards.
=  Provide context and insights to enhance the interpretability of data products.

= Develop and deploy data products on Army-approved data platforms (e.g.,
Palantir, Advana, Gabriel Nimbus, etc.).

= Implement user interfaces and data visualization tools.
=  Ensure data product scalability and performance.

= Develop and train predictive models using appropriate algorithms (e.g.,
machine learning, statistical modeling).

=  Evaluate model performance and refine models based on evaluation results.
= |ntegrate models into data products.

= Build APIs to enable data product integration with existing Army systems.

= Develop data product documentation and user guides.

= Collaborate with software engineers to ensure seamless integration.
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e Deliverables: Operational Data Products (data visualization dashboard, datasets,
regression outputs), Model Documentation, API Documentation.

5. Test & Evaluation — Validate the effectiveness and reliability of data

products before deployment

e Sub-Steps: Evaluation

e Tasks:

Develop and execute test plans to validate data product
functionality, accuracy, and performance.

Identify and document defects.
Track defect resolution.
Facilitate feedback loops to improve data quality and relevance.

Assist data scientist and ORSAs in conducting data quality checks on data product
outputs.
Validate model predictions against historical data.

Data Engineers:

o Assess and evaluate the data products using monitoring solutions,
troubleshoot and resolve performance and production issues in
the data pipelines.

o Ensure data products are robust enough for deployment into data
ecosystems.

ORSAs and Data Scientist

o Assess the usability and accuracy of data products by evaluating
against the problem frame.

o Participate in user acceptance testing (UAT) to evaluate data
product relevance and effectiveness.

o Provide feedback on data product usability and functionality.

e Deliverables: Test Plan, Test Results, Bug Reports, UAT Feedback Report.

6. Operations — Integrating data products into Army decision-making

processes for operational use.

e Key Roles: Decision Makers, Knowledge Managers, Data Engineers, Data Analysts,
Data Scientists, Data Architects, Software Engineers, Network/Systems
Administrators.
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Decision Maker:
o Utilizes the outputted data product(s) for mission-critical decisions to solve
the problem.

o Provides actionable feedback on their utility, accuracy, and
relevance for operational objectives.
Knowledge Managers:
o Ensure continuous monitoring and feedback mechanisms to
maintain data relevance and accuracy.
ORSA/Data Scientist:

o Assess and refine the underlying algorithms and analytical models
based on user input and observed performance gaps.

o Optimize ML models to provide more accurate and improved
predictions based on feedback from operational units.

o Collect user feedback and identify areas for improvement.

Data Analyst:
o Analyzes the performance of data products, identify usability issues,
and compile user insights for feedback reporting.

o Provide training and support to end-users.

Data Architect:
o Designs scalable and interoperable data catalog structure and
metadata frameworks to enhance data discoverability and integration.

Data Engineers:

o Deploy data products to the operational environment.

o Monitor data product performance and stability.

Troubleshoot and resolve operational issues.

Automate data product deployment and maintenance processes.
Implement continuous integration and continuous delivery (Cl/CD) pipelines.
Ensure data product security and compliance.

Monitor network performance and security protocols to support
uninterrupted access to data products across distributed environments.

Manage data access controls.
Update data documentation.

Configure and manage system environments to ensure secure and reliable
hosting of data access platforms.

Integrate data products into existing operational workflows.

Collect user feedback and identify areas for improvement.

References: DoD Data, Analytics and Al Adoption Strategy
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Appendix A

Table 1: Defense Data Orchestration Framework (DDOF) Use Cases

Contributing Organization

Use Case Name

Analytics Office

Department of the Army, Chief Data and Army Senior Leader (ASL) Dashboard

Department of the Army, XVIII Airborne Corps Decision Based Battle Damage Assessment

(BDA) Tool

Analytics Office

Department of the Navy, Chief Data and Data Driven IT Rationalization

United States Marine Corps

U.S. Marine Corps DDOF
Use Case

Army National Guard
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Figure 2: DDOF Data Persona Roles and Responsibilities by Phase
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A.1: Business Process Model Notation (BPMN) workflow of New Data Ingests
into Data Platforms using DDOF

The BPMN workflow in Figure 3 for new data integration into data platforms
begins with identifying and documenting new data sources, initiating the Data
Provisioning phase by capturing metadata and evaluating accessibility. Critical to
the workflow is Data Wrangling, where incoming data undergoes rigorous
validation, transformation, and integration to ensure compatibility with schemas
and data governance rules. Following ingestion pipeline establishment, data is
loaded into the platform (Development), initiating further analytical modeling. The
workflow concludes with comprehensive quality assurance (Test and Evaluation)
and continuous monitoring (Operations), ensuring the ingested data remains
reliable, accessible, and effectively integrated within data-driven processes, fully
aligning with the structured approach of the DDOF.

BPMN Flow for New Data Ingests into Army Data platforms
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Figure 3: BPMN representation of New Data Ingests into Data Platforms
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A.2: Business Process Model Notation (BPMN) workflow of Data Curation
Projects using DDOF

The BPMN workflow in Figure 4 for Data Curation Projects begins with clearly
defined mission objectives and analytics approach established by the Decision
Maker(s) aligning closely with Problem Framing in DDOF. Data Provisioning
follows, where critical data sources are identified, registered, and access
permissions secured, ensuring robust data governance. Central to this process
is Data Wrangling, involving rigorous cleaning, transformation, and metadata
tagging tasks performed by Data Engineers and Scientists, ensuring
standardized, high-quality datasets. This curated data undergoes stringent
quality evaluation (Test and Evaluation), and if necessary, loopback for
additional refinement. Finally, upon approval, datasets are published

BPMN Flow for Data Curation Projects
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Figure 4: BPMN representation of Data Curation Projects
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A.3: Business Process Model Notation (BPMN) workflow of Dashboard /
Application Development using DDOF

The BPMN workflow in Figure 5 for Dashboard/Application development initiates
with clearly defining the use case and analytics objectives, established
collaboratively by decision-makers and data analysts under the Problem
Framing step of DDOF. Next, requirements gathering, and data source selection
occur (Data Provisioning), laying the foundation for accurate, relevant analytics.
Data engineers, scientists, and ORSAs then perform essential data wrangling
tasks, including cleaning and transformation, ensuring data quality and
consistency. The Development phase focuses on creating analytics tools —
dashboards or applications — through iterative design, coding, and user-oriented
prototyping. Rigorous testing and validation (Test and Evaluation) are
conducted, and if approval is not granted, the process loops back for further

BPMN Flow for Dashboard / Application Development
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Appendix B
Data Product Request Form
Phase I. PROBLEM FRAME
Developer/Sustainer: Period of Performance:

Requestor Information
¢ Requestor Name:
o Title:
e Email Address:
e Location: (i.e. address, city + state, etc.)

e Command/Organization:
Operational Overview
The Operational Overview section describes the data product's intended impact on the
organization's operations and goals. This section should provide a clear understanding of
how the data product will support the organization's strategic objectives.

Data Product SMART Goal

The Data Product SMART Goal section outlines the specific objectives and targets for the
development and implementation of the data product. This section provides a clear
roadmap for the project's success and defines the key performance indicators (KPIs) that
will be used to measure progress.

e Specific:

e Measurable:
e Achievable:
e Relevant:

e Time-bound:
Data Product Summary
The Data Product Summary section provides an overview of the data product, including
its purpose, scope, and key features. This section should provide a concise and informative
summary of the data product's capabilities and benefits.

« Data Product Name:

o Purpose: The Purpose sub-section describes the primary objective of the data
product and how it will support the organization's goals. This sub-section should
clearly articulate the data product's intended use and benefits.
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Scope: The Scope sub-section outlines the boundaries and limitations of the data
product, including the specific data sources and systems that will be integrated.
This sub-section should provide a clear understanding of what is included and
excluded from the data product's scope.

Key Features: The Key Features sub-section highlights the data product's most
important and distinctive capabilities, such as predictive analytics and interactive
data visualization dashboards. This sub-section should provide a concise and
informative overview of the data product's key features and benefits.

Performance Metric: The Performance Metric sub-section outlines the specific
metrics that will be used to measure the data product's success and effectiveness.
This sub-section should provide clear and quantifiable targets for the data
product's performance.

Integration Timeline: The Integration Timeline sub-section provides a
schedule for the data product's integration with other systems and platforms.
This sub-section should outline the key milestones and deadlines for the
integration process.

Evaluation Cadence: The Evaluation Cadence sub-section describes the
frequency and methodology for evaluating the data product's performance and
effectiveness. This sub-section should provide a clear understanding of how the
data product will be assessed and improved over time.
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