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SKY SENTINEL, AN ARTIFICIAL INTELLIGENCE POWERED
SHORT-RANGE AIR DEFENSE:

Executive Summary
Observation
Production
Recommendations
Conclusion

Executive Summary

This publication analyzes the capabilities and operational effectiveness of Ukraine's Sky
Sentinel, a fully autonomous artificial intelligence (Al)-powered air defense turret, to provide
recommendations for the U.S. Army's short-range air defense (SHORAD)//counter unmanned
aircraft systems (C-UAS) in both production and incorporation of Al. In response to
overwhelming Russian drone attacks, Ukraine developed the Sky Sentinel, which integrates a
heavy machine gun with commercial off-the-shelf (COTS) sensors and advanced Al software to
autonomously engage targets like the Shahed-136 drone. With a unit cost of approximately
$150,000, this cost-effective system allows Ukraine to counter low-cost threats with a low-cost
solution, thereby preserving high-value missile interceptors for more advanced aircraft and
ballistic missiles. Despite limitations such as short-range and vulnerability to adverse weather,
the system's success offers key lessons. It is recommended that the U.S. Army develop similar
low-cost automated gun-based SHORAD systems, adopt an agile production model using COTS
technology, and prioritize investment in Al-driven targeting software. The U.S. Army should
implement the necessary doctrine, organization, training, materiel, leadership and education,
personnel, facilities, and policy (DOTMLPF-P) changes to effectively integrate this capability
and counter massed UAS threats.

Observation

Ukrainian industry has developed and fielded the first autonomous air defense system to enter
active combat use in the European theater, Sky Sentinel. Sky Sentinel represents a profound shift
in how modern armies can defend themselves.

Discussion

Russia’s drone warfare has been intense, with estimates suggesting over 45,000 attack drones
launched since February 2022, targeting critical infrastructure and civilian areas. While Western
air defense systems have been crucial, the sheer volume of attacks often coordinated with cruise
missiles, stretches Ukrainian air defense resources thin. This pressure has accelerated Ukrainian
innovation, leading to the development of Sky Sentinel.!

Game changer. Sky Sentinel could be a game changer in C-UAS technology, not only for the
United States, but also North Atlantic Treaty Organization (NATO) and partner nations as well.
Unlike traditional missile-based air defense systems, the Sky Sentinel uses a standard heavy
machine gun bolted onto a robotic mount fed by radar, electro-optical sensors, and an Al-
powered targeting brain. It rotates a full 360 degrees and constantly scans the skies automatically

! https://techukraine.org/2025/05/27/sky-sentinel-ukraines-ai-shahed-catcher-promises-a-new-dawn-in-drone-
defense/.
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identifying targets and calculating firing solutions in real time.> Sky Sentinel was developed by

Ukrainian engineers and funded in part by UNITED24 (a Ukrainian government-run internet

fundraising platform to raise money for Ukraine’s fight against Russia)® to be an autonomous,

Al-guided air-defense (AD) turret capable of automatically detecting, tracking, and neutralizing

incoming aerial threats. At the heart of the system is a heavy machine gun, an M2 Browning .50

caliber heavy machine gun mounted on a turret capable of 360-degree rotation. Sky Sentinel

relies on foreign-made components for targeting and range finding which are critical systems

with no domestic substitutes in Ukraine today. During engagement, the weapon must maintain a

sensor lock on its target to ensure the round hits its mark at the right moment.

What makes the system especially clever is its use of standard heavy machine guns with

conventional bullets and no guided munitions involved. Through precise real-time ballistic

calculations, each shot accurately strikes incoming targets. The software to run such a complex

weapon system was written entirely by Ukrainian engineers. The system’s brilliance lies in its

autonomy. Once deployed and fed radar data, Sky Sentinel independently manages the entire

engagement sequence:

e Detection and identification. Differentiating between such things as a bird and an incoming
drone.

e Lock-on and tracking. Instantly acquire and follow the target’s flight path.

e Ballistic calculation. Adjust for speed (up to 800 kilometers per hour), wind, and predicting the
precise point of interception.

¢ Engagement. Fire to neutralize the threat.

All this happens in real time, without direct human intervention for aiming.*

2 https://nationalinterest.org/blog/buzz/ukraines-ai-driven-sky-sentinel-turret-rewriting-air-defense-as-we-know-it-
bw-120325.

3 https://en.wikipedia.org/wiki/United24.

4 https://techukraine.org/2025/05/27/sky-sentinel-ukraines-ai-shahed-catcher-promises-a-new-dawn-in-drone-
defense/.
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Figure 1. Sky Sentinel®
Target Engagement using Al

Sky Sentinel was designed with the requirement to track, engage, and destroy incoming drones.
Based on open-source reports, Sky Sentinel was engineered to engage nimble drones like the
Shahed-136 and even smaller and faster threats, successfully engaging targets five times smaller
than a Shahed in field tests. Its effectiveness extends to cruise missiles within its operational
range, which remains classified. ¢ Sky Sentinel can track and engage fast moving targets

3 https://u24.gov.ua/sky-sentinel.

¢ https://techukraine.org/2025/05/27/sky-sentinel-ukraines-ai-shahed-catcher-promises-a-new-dawn-in-drone-
defense/
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traveling at speeds between 200 to 800 kilometers per hour. A substantial accomplishment for
even the U.S.’s SHORAD systems such as the Stryker M-SHORAD Increment I or the Counter-
rocket, Artillery, and Mortar (C-RAM) Weapon System to achieve.

Like most SHORADs, Sky Sentinel is designed to tell the difference between a bird and a drone
and once identified as hostile, lock onto the target. After locking on, Al takes over and begins to
calculate the drone’s speed, adjust for wind resistance, and predict the exact point where bullet
and drone will collide. All this is in real time and instantaneously. While the precise proprietary
methods for how Sky Sentinel’s Al programing can delineate between birds and small UASs are
not publicly detailed, such systems commonly employ a multi-layered approach that analyzes
data from various sensors. Human intervention or what is now called “human in the loop” is still
needed to authorize engagement, but once this is received all other calculations such as ballistic,
windage, and speed is done automatically.’

However, even the most advanced Al systems are not infallible. Sky Sentinel, like all emerging
autonomous weapons, has its limitations. Factors such as adverse weather conditions, electronic
warfare (EW), complex urban environments, and the presence of very small or fast drones can
significantly diminish the effectiveness of the Sky Sentinel. In addition, .50 caliber ball
ammunition manufactured by the United States is the baseline for the algorithm the system uses
to produce the ballistic calculations. Any variation or lower quality of ammunition will not
produce the consistent algorithm for targeting. This can be overcome by human input to
minimize this effect. Even with these limitations, Ukraine is betting on Sky Sentinel to save
Ukrainian lives in the cities and on the frontlines.

With successful testing of the Sky Sentinel, there was a drive to mass produce this system and
this reflects a much broader shift in Ukraine’s defense strategy. Rather than relying solely on
expensive foreign systems such as Patriot, Stinger or close-in weapons systems (CIWS), the
country began to prioritize scalable, domestically developed solutions. This can be seen in the
adaptation of the FP-5 Flamingo, a Ukrainian produced cruise missile to fill the gap of the
Tomahawk. This approach not only stretched limited defense budgets further but also fostered a
sense of national unity and purpose. ®

Cost

Based upon the Sky Sentinel fundraising page, the unit cost for a Sky Sentinel is estimated to be
roughly $150,000 per turret.’ The price is plausible because Sky Sentinel’s hardware is a heavy
machine gun (Browning M2/.50 caliber heavy machine gun or similar) on a stabilized mount
with commercial off-the-shelf (COTS) radars, electro-optical sensors, and bespoke Ukrainian
Al/fire-control software. The system avoids expensive guided interceptors and uses standard
ammunition. These design choices explain a much lower per-unit bill of materials and production
cost versus missile interceptors.

7 Cole Stryker, "What is human-in-the-loop?", IBM Think, accessed February 11, 2026,
https://www.ibm.com/think/topics/human-in-the-loop

8 https://www.msn.com/en-us/news/world/ukraine-deploys-ai-turrets-to-replace-20m-patriot-system-russian-drone-
swarm-crushed/ar-AA1QWEtZ

? https://www.businessinsider.com/ukraine-ai-powered-turret-shoot-russia-shahed-drones-sky-sentinel-2025-6
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Table 1. Comparative Summary

System

Sky Sentinel

Stryker M-SHORAD
Increment |

Patriot PAC-3

(Not a direct
comparator but
demonstrates cost-
exchange)

Land C-RAM

Cost per Unit

$150,000 per turret
complete

$18.2(estimate)
million per system.4

Total Cost for a
battery, including
missile and other

support equipment,
is around $1.09
billion (estimate)

Six “line batteries”
equals $166.6
million per complete

$10-$15 million
(estimate)

system
Cost per Per-engagement Per missile cost Each interceptor High ammunition
Round/Missile cost is primarily (Stinger) $119- costs $7 million'” burn rates=75
ammunition. $120,00016 rounds/second

.50 Caliber: $3-$7
per round®

($45.84 per round)'®

10 https://u24.gov.ua/sky-sentinel.

1 https://www.dvidshub.net/image/9384406/1st-armored-division-unit-conducts-historic-stinger-missile-live-fire-

exercise-fort-irwin-ca.

12 https://www.dvidshub.net/image/9315488/alpha-battery-sets-up-patriot-missile-system.

13 https://www.army.mil/article/162389/short_range air_defense back_in_demand.

14 https://www.congress.gov/crs_external_products/IF/PDF/IF12397/1F12397.2.pdf.

15

16 https://www.thepricer.org/stinger-missile-cost/.

https://thegunzone.com/how-much-does-the-military-pay-for-ammo/.

17 https://www.thepricer.org/how-much-does-the-patriot-missile-system-cost/.

18 https://www.twz.com/sea/phalanx-ciws-costs-3500-per-second-in-ammo-to-fire.
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Deployment

Much like the Centurion C-RAM or the land-based Phalanx Weapon System, Sky Sentinel can
be deployed via a trailer. With the addition of stabilization legs, this provides a stable, mobile
fires platform which can be moved to where it is most needed. Another way of deployment
includes mounting units on towers 6-30 meters above the ground, reminiscent of the flak towers
seen in Germany during World War II but minus the air-raid shelter portion. Power is provided
either via the prime mover or tapped into the local power grid.

The task organization of a Sky Sentinel battery or battalion is unknown as of the production of
this publication, as is the training or requirements for “sighting in”” the weapons system. This
goes for training and sustainment of Sky Sentinel, but one can assume the maintenance would be
comparable to that of the C-RAM systems.

Operational Caveats

Sky Sentinel cannot replace missile-based systems because it is a short-range and line-of-sight
killer optimized for drones and low-altitude threats. Its advantage is cost-effectiveness in
defeating low-cost UAS.

Production

As stated in the beginning of this publication, Sky Sentinel is a Ukrainian-designed system
developed by local engineers. Production and fielding have been accelerated via a hybrid model
of private firms, volunteer tech teams, and crowdfunding (UNITED24/ NATO partnerships).”.
This model distributes industrial burden and enables rapid procurement.

Industrial Capacity and Scaling

Since 2023-2024 Ukraine’s defense industrial base has expanded rapidly. Production increases,
import substitution, and subject matter expert growth in EW, cameras, and drone components
allow rapid prototyping in small batches. Ukraine still relies on some foreign sensors and
specialized chips as well as a supply of U.S. made M2 heavy machine guns.

Production approach:

e Modular and COTS-first design allows rapid assembly and low costs.

e Crowdfunded batch buys permit dozens of units to be produced quickly.
Bottleneck:

e Foreign components remain supply risks; however, Ukraine mitigates this by using lower-
cost COTS sensors when feasible.

Production tempo. Ukraine has been able to manufacture batches of units at a time (e.g., $1.5
million crowdfunding campaigns to procure 10 turrets at $150,000 each). Distributed assembly
and flexible substitution of components create rapid turnaround.

Possible implementation steps for the U.S. Army include:

e Pilot program. Field 3-5 modular turret prototypes to a test brigade.

e Doctrinal/rules of engagement (ROE) review. Define human control and legal oversight
structures.

e Domestic production expansion. Identify partners to scale assembly and integration.

19 https://en.wikipedia.org/wiki/United24
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Indo-Pacific Command (INDOPACOM) implications

Distributed island bases, logistics hubs, and prepositioned stocks face massed UAS and loitering
threat profiles. Low-cost autonomous turrets could provide persistent point defense without
consuming expensive missile magazines, augmenting ship and land-based AD.

Eastern Flank Deterrence Line (EFDL) Implications

Europe’s long frontage and high drone density require scalable point-defense layers. Automated
turret networks can relieve high-end missile systems and increase survivability of logistics sites
and troop concentrations.

Homeland Defense (Western Hemisphere Command) Implications

The increasing sophistication and proliferation of low-cost aerial threats, such as drones and
cruise missiles, necessitate a paradigm shift in homeland defense strategies. The current reliance
on expensive, high-end interceptors as part of SHORAD is an unsustainable and economically
losing proposition against swarms of cheap, expendable drones. The adaptation of Ukraine's
combat-proven "Sky Sentinel" system into the "Golden Dome" (air defense) initiative offers a
strategically sound and fiscally responsible solution to this evolving threat landscape and directly
addresses the vulnerabilities of the Western Hemisphere Command with UAS.

Limitations and Ethical/Legal Considerations

Autonomous fires require strict human-in-the-loop/on-the-loop controls and legal oversight.
Gun-based systems cannot counter long-range or ballistic threats and must remain part of a
layered defense architecture. Even when the target is a machine such as the use of autonomous
weapon systems like the Sky Sentinel, the question is whether these systems are governed by the
core principles of International Humanitarian Law and is compliance mandated.

What if Sky Sentinel “Goes Rouge” and shoot down a manned aerial platform? These questions
raise concerns on where responsibility lies for decision to engage/non-engage based on Al
feedback.

Recommendations

The U.S. Army should adopt cost-effective and automated gun-based air defense strategies akin
to Ukraine's Sky Sentinel to neutralize low-cost UAS threats while conserving high-value missile
inventories to enhance overall resilience against massed drone attacks. Leveraging Ukraine's
agile development model, the Army can accelerate the deployment of innovative defense
solutions through rapid prototyping and distributed production using COTS technology.

Additionally, prioritizing investments in Al-driven sensor fusion and targeting systems will
improve situational awareness and engagement efficiency. As autonomous systems are integrated
into operations, establishing robust controls (human judgment, contextual understanding, and
ethical reasoning into the Al workflow) to improve accuracy, reliability, and fairness is essential
to mitigate risks and ensure compliance with ethical and legal standards.

Finally, developing scalable point-defense architectures with automated turret networks will
provide persistent defense capabilities, enhance asset survivability, and relieve pressure on high-
end missile systems, thereby contributing to a more robust defense posture.

Implications for U.S. Army DOTMLPF-P Framework

The adaptation of a SHORAD/ C-UAS system such as Sky Sentinel will encompass much of the
framework of DOTMLPF-P.
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Doctrine. Continue to refine the formation-based layered protection which includes integration
of technologies, layered defense and operational flexibility. This will address modern threats,

advance unmanned systems and other complex challenges that might be seen on the modern
battlefield.

Organization. Establishment of a counter-UAS rapid integration cell within key modernization
commands, such as Transformation and Training Command (T2COM) and in particular the Fires
Center of Excellence (FCoE) and air defense artillery.

Training. Development of a new "Autonomous Sentry Operator" course and a corresponding
"Modular Systems Maintainer" certification.

Materiel. Develop a U.S. modular turret kit with open-architecture Al, universal gun mounts,
and interchangeable sensor packages. Begin low-rate initial production using COTS to accelerate
delivery. To provide cost effective and interoperability kits and leverage industry.

Personnel. Develop an "Autonomous Defensive Systems Supervisor." This would be assigned to
air defense (e.g., Army 14-series military occupational specialty [MOS]) or to base security
personnel. These individuals would not be gunners. Their job would be to oversee a network of
turrets from a command center, manage the Al's targeting recommendations, and apply ROE to
authorize or veto an engagement.

Develop a "Modular Systems Technician." This would be assigned to existing
electronics/information technology (IT) repair specialists (e.g., Army 94F or 25-series MOS).
The task is not to be traditional armorers, but to perform "plug-and-play" maintenance by
running diagnostics, swapping COTS sensors or processor modules, and loading software
updates (much like an IT field technician).

Facilities. Existing electronics and computer repair workshops would be used for maintaining
the system's modular components. No new depots would be required. The most significant new
facility requirement would be the creation of a "C-UAS Systems Integration Lab and Simulator
Center" at a training hub (like the Air Defense Artillery School at Fort Sill, OK). This facility
would house high-fidelity simulators for training the supervisors and serve as a lab for testing
new software loads and COTS components before fielding. The same ranges used UAS/CUAS
can be adapted for using Sky Sentinel. The need for large range area will not be needed, unlike
the C-RAM or SHORAD, due to the trajectory and maximum distance of the .50 caliber round.

Policy. Update policy governing autonomous weapons specifying permissible autonomy levels,
oversight mechanisms, and certification pathways. In addition, review and revise the “Law of
War” if applicable on Al powered weapons systems.

Conclusion

What the U.S. Army can learn from the production and use of Sky Sentinel and strategic
implications for INDOPACOM and NATO EFDL include:

e Cost-effective layered defenses. Ukraine demonstrates that cheap automated gun-based AD
can neutralize cheap drones while preserving expensive missile inventories.

¢ Rapid prototyping and distributed production. Ukraine’s ability to field new systems
within months shows the value of agile teams, COTS hardware, and iterative design.

e Software and Al are the decisive advantages. The gun is not the breakthrough, the Al-
driven sensor fusion and targeting are!
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Ultimately, Sky Sentinel serves as a critical case study, proving that the future of air defense is
not solely about more advanced missiles but about smarter, faster, and more economically
sustainable systems. By internalizing these lessons, the U.S. Army can adapt its own forces to
better counter the distributed low-cost threats that will define the modern battlefield.
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Acronyms

AD

Al

CIWS

COTS

CUAS
DOTMLPEF-P

EFDL

EW

FCoE
INDOPACOM
IT

MOS

NATO

ROE
SHORAD
UAS
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Al-guided air-defense

artificial intelligence

close-in weapons systems
commercial off the shelf

counter unmanned aircraft system
doctrine, organization, training, materiel, leadership and education, personnel,
facilities, and policy

Eastern Flank Deterrence Line
electronic warfare

Fires Center of Excellence
Indo-Pacific Command
information technology

military occupational specialty
North Atlantic Treaty Organization
rules of engagement

short-range air defense

unmanned aircraft system

CENTER FOR ARMY LESSONS LEARNED
12




CENTER FOR ARMY LESSONS LEARNED
10 Meade Avenue, Building 50
Fort Leavenworth, KS 66027-1350

U.S. ARMY
COMBINED
ARMS CENTER


https://www.army.mil/call
https://www.army.mil/call
https://usacac.army.mil/
https://www.army.mil/CAC-T

