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Tax Season Scam Awareness

Tax Season Is Here

Tax season is a high-risk period for cybercriminal activity. Soldiers, Civilians, Contractors, and
Family Members are frequently targeted with emails, texts, and phone calls designed to steal
W-2s, Social Security numbers, banking details, and tax refunds. This quarterly newsletter
provides a few tips to avoid becoming a victim during the tax season and throughout the year.

Remember that no Army office, Defense Finance Accounting Service (DFAS), or the Internal
Revenue Service (IRS) will request W-2s, account credentials, or passwords by email, text
message, or phone call.

Common Tax Season Scams

- W-2 or payroll phishing emails impersonating supervisors,
HR personnel, or DFAS

- Fake IRS refund or tax-due text messages (smishing)

- Threatening phone calls claiming arrest or legal action if
immediate action is taken

- Fraudulent tax-preparer or tax-software websites that offer
free software with malicious links

- Identity theft and refund diversion using stolen personal
information

Don't click links in text or email messages. That one careless
click could cause irreversible damage to your financial
readiness.

Real-World Tax Scam Examples
Below are some examples of real-world scams that were received by DoD and Army affiliated
personnel.

Example 1: Fake DFAS/HR W-2 Verification Emails
Email requests immediate W-2 verification using urgent language and malicious links.

Example 2: IRS Refund Delay Text Messages
Texts claim a refund is on hold and direct recipients to fake IRS websites.

8A G6 Cybersecurity Awareness Campaign

“Protecting your financial readiness
impacts your ability to focus and
remain postured for, Fight Tonight
Readiness.” All teammates are the
first lines of defense and must be
vigilant and protective in our daily
routines while working in this digital
age where cybersecurity
vulnerabilities are on the rise.
Protect the force is not merely a
cliché but a lifestyle in our
workspace, home, and abroad.”
~Stay Alert, Stay Alive~

Dr. Jeffery Jackson
Assistant Chief of Staff, Deputy G6

The 8" Army ACoS G6 and
Cybersecurity Branch stand
ready to support the Fight
Tonight Mission through the
services of our team for our 8A
HQs and MSCs staff.

The purpose of this newsletter
is to bridge the gap between
complex technology threats to
general system users, both at
work and home.

Our Cybersecurity Awareness
Campaign seeks to not only
alert readers to risks but also
empower them with practical
resources and knowledge.
We’re hopeful that through this
quarterly newsletter, readers
can navigate the ever changing
and complex cybersecurity
environment of digital privacy
and security threats.




Example 3: IRS Impersonation Phone Calls

Automated or live calls threaten arrest or penalties unless immediate payment is made.

Examples of Scam Text Messages (Smishing)
Example 1:

"IRS NOTICE: Your tax refund is on hold due to verification issues. Verify now to avoid
delays: http://bitly/verify-refund”

Example 2:
"URGENT: You owe back taxes. Immediate action required to avoid penalties. Call 1-800-
555-0198 now."

What To Do If You Are Targeted

Work-related incidents:

Stop interaction immediately

Do not click links or open attachments
Contact your Help Desk and/or ISSO/ISSM

Personal or family incidents:

Do not respond or provide information

Save emails, texts, phone numbers, and screenshots
Monitor financial and credit accounts

How to Report and Get Help from US Government Agencies

IRS Phishing & Scam Reporting:
https://www.irs.gov/help/report-fraud/report-fake-irs-treasury-or-tax-related-emails-and-
messages

Guidance on identifying and reporting fake IRS emails, texts, and messages.

IRS Identity Protection PIN (IP PIN):
https://www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin
Information on obtaining a 6-digit PIN to prevent tax identity theft.

FTC Identity Theft:
https://www.identitytheft.gov
Federal recovery tools and step-by-step guidance for identity theft victims.

FBI Internet Crime Complaint Center (IC3):

https://www.ic3.gov
Report tax-related cybercrime and online fraud.

Local Army Cybersecurity Offices

8A ACoS Cybersecurity Office:
usarmy.humphreys.8-army.list.8a-g6-cybersecurity@army.mil

Regional Network Enterprise Center (RNEC) Cybersecurity Office:
usarmy.humphreys.rcc-k.mbx.cyber-phishing-reporting@army.mil

Regional Cyber Center — Korea (RCC-K)
usarmy.humphreys.1-sig-bde.list.korea-regional-nec-cybersecurity@army.mil

Stay Vigilant
and

Cyber-Ready

There are several resources
available to assist us all during
this tax season. Before
engaging with any phone calls,
text messages or phone calls

Pause
Verify
Report

When in doubt, contact the
agency or financial institution
directly from a known and
verified phone number.

Financial institutions and the
IRS will send you regular mail
when there is a need to
contact you.

Be careful with the
information you post on
social media. Birthdays,

close relative information,
email addresses, and
phone numbers can be
used by bad actors and
result in identity theft.

Keep your CAC safe and
secure. It will get lonely
when left unattended. It’s
also a security violation.
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