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Counterintelligence Awareness and Reporting

ISALUTE

WHAT TO REPORT

Insider Threat

A person with placement and access who
intentionally causes loss or degradation of
resources or capabilities or compromises the
ability of an organization to accomplish its mission
through espionage, providing support to
international terrorism, or the unauthorized
release or disclosure of information about the
plans and intentions of U.S. military forces.

The calculated use of violence or threat of
violence to inculcate fear, intended to coerce or to
intimidate governments or societies in the pursuit
of goals that are generally political, religious, or
ideological.

The systematic observation of aerospace, surface,
or subsurface areas, places, persons, or things,
by visual, aural, electronic, photographic, or other
means.

Security Compromise

Treason

Communications security incidents that are the
result of deliberate security compromises, in which
there are indications of foreign intelligence or
international terrorist involvement, or in which the
person or persons involved exhibit behaviors that
may be associated with espionage or international
terrorism. Incidents in which DA personnel
deliberately violate policy or procedures in the
processing of classified information using
information systems or digital media

One who, owing allegiance to the United States,
levies war against the United States or adheres to
its enemies, giving them aid and comfort within
the United States or elsewhere. It also includes
one who, having knowledge of the commission of
treason, conceals and does not, as soon as
possible, report it.

Espionage

The act of obtaining, delivering, transmitting,
communicating, or receiving, information in respect
to the national defense with an intent or reason to
believe that the information could be used to the
injury of the United States or the advantage of any
Foreign Nation and not pursuant to an international
agreement duly entered into by the United States.

Sabotage

An act or acts with the intent to injure or interfere
with, or obstruct the national defense of a country
by willfully injuring, destroying, or attempting to
destroy any national defense or war material,
premises, or utilities, to include human and natural
resources.

Suspicious Contact

Any questionable, unsolicited meeting,
association, or communication conducted in
person, by telephone, letter, online or other means
by an unknown and or foreign person that may
represent a threat to DoD security interests.

An act or acts intending to cause the overthrow or
destruction of the U.S. Government by force or
violence or by the assassination of any U.S.
Government official. These acts include
conspiracy, knowingly or willingly advocating,
abetting, advising, or teaching the duty, necessity,
desirability, or propriety of overthrowing or
destroying, by force or violence, the U.S.
Government.

Subversion
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An act or acts inciting military or civilian personnel
of the DOD to violate laws, disobey lawful orders
or regulations, or disrupt military activities with the
willful intent to interfere with, or impair the loyalty,
morale, or discipline of the military forces of the
United States.
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