PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance". Complete this form for Department of Defense
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (PIl) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.
military facilities internationally. In the case where no Pll is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to
system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

CDRR - CENTRAL DOSIMETRY RADIATION REPOSITORY

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

United States Army 08/25/20

AMC - AMCOM - U.S. Army Aviation and Missile Command

SECTION 1: Pll DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)

a. The Pllis: (Check one. Note: foreign nationals are included in general public.)

D From members of the general public From Federal employees and/or Federal contractors

F both b f th | public and Federal I d/
D Frec:jrgra?co:t];ngtoer;so © general pblic and Federal employees and/or D Not Collected (if checked proceed to Section 4)

b. The Pll is in a: (Check one)

D New DoD Information System New Electronic Collection

Existing DoD Information System [[] Existing Electronic Collection

|:| Significantly Modified DoD Information System

c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected in the system.

Personnel radiation exposure readings are archived in the Army's Central Dosimetry Radiation Repository (CDRR), an application reflecting
event readings for all Army personnel who are occupationally exposed to ionizing radiation. A web-based application linked to the CDRR
satisfies legal requirements specified in 10 CFR 19 and 20 by providing electronic dissemination of monthly, quarterly, and annual personnel
exposure reports from the CDRR. By law the Army Radiation Dosimetry Laboratory is required to provide the Nuclear Regulatory
Commission Form 5, an annual summary of external and internal radiation exposure. Users of the CDRR are the Army Medical Command
and Radiation Safety Officers Army-wide. CDRR inherits accreditation from APMS AITR # DA176346 / TCS RDST AL AMC 05—
USATA LABORATORY. CDRR will not be migrating to a cloud environment.

d. Why is the Pll collected and/or what is the intended use of the PlI? (e.g., verification, identification, authentication, data matching, mission-related use,
administrative use)

PII is used for identification validation purposes only. The data is is used for mission-related purposes to analyze and monitor individual
body radiation exposure levels.

e. Do individuals have the opportunity to object to the collection of their PII? [] Yes No
(1) If "Yes," describe the method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object to the collection of PII.

Per 10 CFR Part 19 (Notices, Instructions and Reports to Workers: Inspections and Investigations) and Part 20 (Standards for Protection
Against Radiation), the Army Radiation Dosimetry Laboratory is required to provide the Nuclear Regulatory Commission Form 5, an annual
summary of external and internal radiation exposure.

f. Do individuals have the opportunity to consent to the specific uses of their PII? D Yes No
(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

10 CFR Part 19 (Notices, Instructions and Reports to Workers: Inspections and Investigations) and Part 20 (Standards for Protection Against

Radiation), the Army Radiation Dosimetry Laboratory is required to provide the Nuclear Regulatory Commission Form 5, an annual

summary of external and internal radiation exposure. The information collected is used only for that purpose.

g. When an individual is asked to provide PIl, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

Privacy Act Statement [] Privacy Advisory [[] NotApplicable
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Privacy and Security Notice

Thank you for visiting our product and reviewing our privacy policy. Our privacy policy is clear: We will collect no personal information
about you when you visit our product unless you choose to provide that information to us.

1. This product is provided with controlled access by the U.S. Army Aviation & Missile Command.

2. Information presented on this application / website is considered unclassified information and is accessed by authorized users unless
otherwise specified. Use of appropriate byline / photo / image credits is requested.

3. For product management, information is collected for statistical purposes. This government computer system uses software programs to
create summary statistics, which are used for such purposes as assessing what information is of most and least interest, determining technical
design specifications, and identifying system performance or problem areas. No user-identifying information is collected for this analysis.
The information collected includes the following types of data:
a. Number of Hits for Home Page and Number of Successful Hits for Entire Product
Number of User Sessions (from United States and International) and Most Active Countries
Most and Least Requested Pages
Top Entry and Exit Pages
Single Access Pages and Number of Page Views
Most Downloaded Files
Most Submitted Forms and Scripts
Most Active Organizations or Companies that Accessed Product

N

4. For product security purposes and to ensure that this service remains available to all users, this government computer system employs
software programs to monitor network traffic to identify unauthorized attempts to upload or change information, or otherwise cause damage.

5. Except for authorized law enforcement investigations, no other attempts are made to identify individual users or their usage habits. Raw
data logs are used for no other purposes and are scheduled for regular destruction in accordance with Army Aviation and Missile Command
Records Administration Guidelines. All data collection activities are in strict accordance with DoD Directive 5240.1 (reference(p)).

6. Unauthorized attempts to upload information or change information on this service are strictly prohibited and may be punishable under the
Computer Fraud and Abuse Act of 1987 and the National Information Infrastructure Protection Act.

7. The appearance of hyperlinks does not constitute endorsement by the Department of Defense, the U.S. Army, AMC, or the Army Aviation
and Missile Command of the product or the information, products or services contained therein. For other than authorized activities such as
military exchanges and Morale, Welfare, and Recreation products, the Department of Defense or the U.S. Army does not exercise any
editorial control over the information you may find at these locations. Such links are provided consistent with the stated purpose of this DoD
web site.

8. If you have any questions or comments about the information presented here, please forward them to us using the AMCOM Webmaster
page at Contact Webmasters.

Privacy Act Statement

Authority: 10 U.S.C. 3013, Secretary of the Army; 29 U.S.C. Chapter 15, Occupational Safety and Health; Army Regulation 11-9, The
Army Radiation Safety Program; Army Regulation 40-5, Preventive Medicine; Army Regulation 40-13, Medical Support - Nuclear
Chemical Accidents and Incidents; Department of the Army Pamphlet 40-18, Personnel Dosimetry Guidance and Dose Recording
Procedures for Personnel Occupationally Exposed to Tonizing Radiation; 10 CFR part 19 and 20, Nuclear Regulatory Commission and E.O.
9397 (SSN), as amended.

Principal Purpose: Per 29 U.S.C. Chapter 15, Occupational Safety and Health, the Army Radiation Dosimetry Laboratory is required to
provide the Nuclear Regulatory Commission Form 5, an annual summary of external and internal radiation exposure.

Disclosure: Mandated by law.

h. With whom will the PIl be shared through data exchange, both within your DoD Component and outside your Component? (Check all that apply)

Army Medical Command Radiation Standard Officers Army

X| Within the DoD Component Specify. .
P PEAY- | wide
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D Other DoD Components Specify.
National Cancer Institute; Center for Disease Control;
National Council on National Council on Radiation
X| Other Federal Agencies Specify. .
9 pectly Protection and Measurement; Department of Veterans
Affairs
State and Local Agencies Specify.

Contractor (Name of contractor and describe the language in
the contract that safeguards PIl. Include whether FAR privacy

I I

clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2, Specify.
Privacy Act, and FAR 39.105 are included in the contract.)
Other (e.g., commercial providers, colleges). Specify. I

i. Source of the Pl collected is: (Check all that apply and list all information systems if applicable)

Individuals D Databases
D Existing DoD Information Systems D Commercial Systems
D Other Federal Information Systems

Employee/contractor PII is entered in manually by the system owner. This information is provided by the employee/contractor informally
either verbally or collected via paper (not an official form). The radiation levels are collected from the individual's assigned dosimetry badge
film.

j- How will the information be collected? (Check all that apply and list all Official Form Numbers if applicable)

D E-mail D Official Form (Enter Form Number(s) in the box below)
[] Face-to-Face Contact [[] Paper

[] Fax [[] Telephone Interview

[] Information Sharing - System to System [[] Website/E-Form

Other (If Other, enter the information in the box below)

Collected from dosimeter badges worn by each individual that is exposed to radiation to record radiation exposure levels through dosimetry
readers.

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that
is retrieved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

Yes [ ] No

If "Yes," enter SORN System Identifier |A0040-11 DASG |

SORN Identifier, not the Federal Register (FR) Citation. Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
Privacy/SORNs/

or

If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD). Consult the DoD Component Privacy Office for this date

If "No," explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Department of Defense Privacy Program.

|. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority for
the system or for the records maintained in the system?

(1) NARA Job Number or General Records Schedule Authority. | 385-10k1; 900A/6+ (N1-4

(2) If pending, provide the date the SF-115 was submitted to NARA. | |
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(3) Retention Instructions.
T75. Keep in CFA (CDRR) until no longer needed for conducting business, then retire to RHA/AEA. The RHA/AEA will destroy record
when the record is 75 years old.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of
records. For Pll not collected or maintained in a system of records, the collection or maintenance of the Pll must be necessary to discharge the

requirements of a statue or Executive Order.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.
(2) If a SORN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate PII.

(If multiple authorities are cited, provide all that apply).

(a) Cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of PII.

(b) If direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.

(c) If direct or indirect authority does not exist, DoD Components can use their general statutory grants of authority (“internal housekeeping”) as
the primary authority. The requirement, directive, or instruction implementing the statute within the DoD Component must be identified.

10 U.S.C. 3013, Secretary of the Army; 29 U.S.C. Chapter 15, Occupational Safety and Health; Army Regulation 11-9, The Army Radiation
Safety Program; Army Regulation 40-5, Preventive Medicine; Army Regulation 40-13, Medical Support - Nuclear Chemical Accidents and
Incidents; Department of the Army Pamphlet 40-18, Personnel Dosimetry Guidance and Dose Recording Procedures for Personnel
Occupationally Exposed to Ionizing Radiation; 10 CFR part 19, Nuclear Regulatory Commission and E.O. 9397 (SSN), as amended.

n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control

Number?

Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
collect data from 10 or more members of the public in a 12-month period regardless of form or format.

[] Yes [X] No  [] Pending

(1) If "Yes," list all applicable OMB Control Numbers, collection titles, and expiration dates.
(2) If "No," explain why OMB approval is not required in accordance with DoD Manual 8910.01, Volume 2, " DoD Information Collections Manual:

Procedures for DoD Public Information Collections.”
(3) If "Pending," provide the date for the 60 and/or 30 day notice and the Federal Register citation.

CDRR does not collect data from 10 or more members of the public in a 12-month period regardless of form or format.

AEM Designer Page 4 of 10

DD FORM 2930, JUN 2017 PREVIOUS EDITION IS OBSOLETE.




